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Abstract In recent years, targeted attacks have become a bigger threat. One of the countermeasures
against targeted attack in consideration is to collect various logs from endpoints and network devices
for conducting correlation analysis so as to detect the sign of intrusions among the logs. But
configuring detection rules suitable for each organization to be protected is still an open problem. In
this paper, we propose a method to detect malicious process that pretends to be legitimate process by
focusing on the similarity of the states of the hosts in an enterprise network. The experiment shows
that several malware samples can be detected by the proposed method.
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