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Abstract The applied cryptography technology which processes the personal information with keeping it
secret becomes recently important. Especially, we are familiar with PSI (Private Set Intersection) protocol
based on an additive homomorphic encryption such as Paillier cryptography. We aim at construction
of the private multiple-choice matching system based on PSI. However, there are some problems when
applying the existing PSI to a private multiple-choice matching system. In this paper, we propose an
efficient private multiple-choice matching protocol based on a deterministic PSI from a viewpoint of
practical use. This protocol minimizes a cryptographic processing on a participant’s PC by introducing
an honest-but-curious server. Furthermore, even if a server is attacked, a secret key or a participant’s

private information is not revealed since a server does not have any secret information.
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