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Abstract Password authentication is widely used for a login system of web applications. A
user of web applications tends to set the same password for several web applications. Under
the circumstances, if IDs and passwords are leaked from one web application, an attacker could
use these IDs and passwords for incorrect login attempt against different web applications. This
type of attack is called a ”list-based” attack, and the damage caused by this is rapidly increasing.
Therefore secure alternative authentication method replaced by password is required. In this
paper, we introduce a new authentication system for web application based on a public key
cryptosystem by a new HTML5 API, Web Storage.
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