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Abstract Drive-by download (DbD) attacks have been increasing in recent years. The major
problem of detecting DbD attacks is that the attackers use code obfuscation techniques to be
difficult to detect the attacks. In this paper, we propose a lightweight approach to detect
DbD attacks by using Content-Type information in malware infection process, which does not
require decoding obfuscated code. With the information, we use a machine learning technique
to distinguish between malicious and benign communications.
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