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Abstract In targeted cyber attacks, attackers intrude into the internal network of an organiza-
tion. They perform a search for vulnerable hosts, and increase the number of hosts they can use
as stepping stone for further attacks. In particular, reconnaissance activity may be performed
through slow scanning. Such scans can be spread over several months to evade Network Intru-
sion Detection Systems (NIDSes). In that context, we regard reconnaissance activity as a sign
of future attacks, and therefore it is important to detect slow scanning as early as possible. In
this paper, we propose a simple and efficient approach for detecting slow scanning within a live
network.
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