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Abstract The mechanism of TCP retransmission timeout is essential to the Internet congestion
control. But existing research pointed out that this mechanism allows DoS attack with mean
low-rate traffic. We proposed a mitigation measure against this attack by changing TCP retrans-
mission timeout management, and evaluated its mitigation analytically under a simple attack
damage model. In this paper, we report experimental evaluation results about effectiveness of
above attack mitigation.
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