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Abstract Many security incidents that embedded devices such as broadband routers
and digital video recorders are infected with malware have been reported. Now, those
embedded devices are very attractive attacking targets for attackers. There are many
packets which seem to be sent by embedded devices arrived at darknet. However, in
darknet monitoring, since a blackhole sensor does not respond at all to incoming packets,
it is hard to distinguish whether a source host is an embedded device or not. On the
other hand, there are some research projects which conduct network scanning over the
Internet for searching Internet-connected embedded devices. In this paper, we conduct a
multimodal analysis which combines the above active scanning result with the passive
(darknet) monitoring result for understanding attack activities of embedded devices.
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