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Abstract Access control inherently requires verification of service policies of peers. However,
this kind of verification is usually performed in the form of out-of-band ways such as user’s
explicit giving consent, and offline contracts. In this paper, we propose XMLed service policy
documents that clients automatically verify by obtaining from a peer. CP/CPS for digital
certificates and privacy policies are given as two examples of XMLed policy documents whose
schemes are defined in this paper.
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<!ELEMENT CPCPSrfc3647 ((INTRODUCTION, PUBLICATIONANDREPOSITORYRESPONSIBILITIES,
IDENTIFICATIONANDAUTHENTICATION, CERTIFICATELIFE-CYCLEOPERATIONALREQUIREMENTS,
FACILITYMANAGEMENTANDOPERATIONALCONTROLS, TECHNICALSECURITYCONTROLS,
CERTIFICATECRLANDOCSPPROFILES, COMPLIANCEAUDITANDOTHERASSESSMENTS,
OTHERBUSINESSANDLEGALMATTERS)) >
<!ATTLIST CPCPSrfc3647
name CDATA #REQUIRED
>
<!ELEMENT INTRODUCTION (#PCDATA | OVERVIEW | DOCUMENTNAMEANDIDENTIFICATION |
PKIPARTICIPANTS | CERTIFICATEUSAGE | POLICYADMINISTRATION |
DEFINITIONSANDACRONYMS) *>
<!ELEMENT OVERVIEW (#PCDATA)>
<!ELEMENT DOCUMENTNAMEANDIDENTIFICATION (#PCDATA)>
<!ATTLIST DOCUMENTNAMEANDIDENTIFICATION
name CDATA #IMPLIED
>
<!ELEMENT PKIPARTICIPANTS ((CertificationAuthorities, RegistrationAuthorities,
Subscribers, RelyingParties, OtherParticipants))>
<!ELEMENT KEYPAIRANDCERTIFICATEUSAGE ((SubscriberPrivateKeyandCertificateUsage,
RelyingPartyPublicKeyandCertificateUsage))>
<!ELEMENT SubscriberPrivateKeyandCertificateUsage (#PCDATA)>
<VATTLIST SubscriberPrivateKeyandCertificateUsage
type CDATA #IMPLIED
>
<!ELEMENT RelyingPartyPublicKeyandCertificateUsage (#PCDATA)>
<IATTLIST RelyingPartyPublicKeyandCertificateUsage
type CDATA #REQUIRED
>
<!ELEMENT POLICYADMINISTRATION ((OrganizationAdministeringtheDocument, ContactPerson,
PersonDeterminingCPSuitabilityforthePolicy, CPApprovalProcedure))>
<!ELEMENT OrganizationAdministeringtheDocument (#PCDATA)>
<VATTLIST OrganizationAdministeringtheDocument
name CDATA #REQUIRED
>
<!ELEMENT ContactPerson (#PCDATA)>
<IATTLIST ContactPerson
name CDATA #REQUIRED
>
<!ELEMENT PersonDeterminingCPSuitabilityforthePolicy EMPTY>
<!ELEMENT CPApprovalProcedure (#PCDATA)>
<!ELEMENT DEFINITIONSANDACRONYMS EMPTY>

1: #t rT5E CP/CPS @ Introduction & Publication and Repository Responsibilities D% % &
5 DTD O—4
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<!ELEMENT PrivacyPolicy (Introduction, RequestedData,Purpose,AdditionalTerms,
AccessToPII,Redistribution,InformationSecurity,
Enforcement,Change)>
<!ELEMENT Introduction (#PCDATA)>
<!ELEMENT RequestedData (InformationYouGiveUS,InformationWeGetatService)>
<!ELEMENT InformationYouGiveUS EMPTY>
<VATTLIST InformationYouGiveUS type CDATA>
<!ATTLIST InformationYouGiveUS when CDATA>
<!ELEMENT InformationWeGetatService (DeviceInformation,LogInformation,LocationInformation)>
<!ELEMENT DeviceInformation (#PCDATA)>
<VATTLIST DevicelInformation type CDATA)>
<!ELEMENT LogInformation (#PCDATA)>
<!ATTLIST LogInformation type CDATA)>
<!ATTLIST LogInformation when CDATA)>
<!ELEMENT LocationInformation (UniqueApplicationNaumber,LocalStorage,
CookiesAndAnonymousIdentiifers)>
<!ELEMENT UniqueApplicationNaumber (#PCDATA)>
<IATTLIST UniqueApplicationNumber when CDATA>
<!ELEMENT LocalStorage (#PCDATA)>
<VATTLIST LocalStorage type CDATA>
<V'ATTLIST LocalStorage when CDATA>
<!ELEMENT CookiesAndAnonymousIdentiifers (#PCDATA)>
<IATTLIST CookiesAndAnonymousIdentiifers type CDATA>
<IATTLIST CookiesAndAnonymousIdentiifers when CDATA>
<!ELEMENT Purpose (#PCDATA)>
<!ATTLIST Purpose type CDATA>
<!ELEMENT AdditionalTerms (Transparency,InformationShare)>
<!ELEMENT Transparency (#PCDATA)>
<IATTLIST Transparency type CDATA>
<!ELEMENT InformationShare (#PCDATA)>
<!ELEMENT AccessToPII (#PCDATA)>
<VATTLIST AccessToPII access CDATA>
<VATTLIST AccessToPII correct CDATA>
<!VATTLIST AccessToPII delete CDATA>
<VATTLIST AccessToPII fee CDATA>
<!ELEMENT Redistribution (WithConsent,WithDomainAdm,ExternalProcessing,Legal)>
<!ELEMENT WithConsent (#PCDATA)>
<VATTLIST WithConsent type CDATA>
<VATTLIST WithConsent cond CDATA>
<!ELEMENT WithDomainAdm (#PCDATA)>
<!ATTLIST WithDomainAdm type CDATA>
<!ELEMENT ExternalProceesing (#PCDATA)>
<!ATTLIST ExternalProcessing type CDATA>
<IATTLIST ExternalProcessing cond CDATA>
<!ELEMENT Legal (#PCDATA)>
<IATTLIST Legal jurisdiction CDATA>
<!ELEMENT InformationSecurity(#PCDATA)>
<!ATTLIST InformationSecurity usertype CDATA>
<!ATTLIST InformationSecurity vendortype CDATA>
<!ELEMENT Application (#PCDATA)>
<IATTLIST Application incltype CDATA>
<VATTLIST Application excltype CDATA>
<!ELEMENT Enforcement (#PCDATA)>
<!E1EMENT Change (#PCDATA)>
<VATTLIST Change type CDATA>

2: 7O§/r/§f/~—ﬂ‘\ou > —D DTD
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