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Abstract Through our experiments and analysis of security threats on IPv6 environment, we have
recognized that abuse of Neighbor Discovery Protocol (NDP) is the primary cause of the most of the
threats. This paper proposes “NDP Guard”, a method to prevent abuses of NDP, which runs on a layer 2
(L2) switch. NDP Guard learns a combination of physical port, MAC address and IPv6 address of hosts
connected to the L2 switch, and discards packets that are unmatched to predefined policies as abused
access. This paper introduces the mechanism of NDP Guard and implementation of a prototype system
based on Open vSwitch. Some evaluations of effectiveness of the proposed system are also presented by
applying practical twenty four attack scenarios of abusing NDP.
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