Computer Security Symposium 2014
22 - 24 October 2014

FHETY SICEDOWEY ZEEY AT A
FA BEEZ + FR 0 1

T(¥K) HSZBUERr BEIRATSERT T(VR) HSCBUER BTSSR

HoFEL EMK 5,000 HOHETHEE RS NIST 226 NI NTED, RS AT LOEHEE XY
KIGHEGIPEIZR LTV A2 23 L, B2 DI TRIRISHEL T BERH S, NIST 72
EMART B MBI IEFEERE S UT, WSEOEMM LR EIZE IO WTEFa ) T &
FARAZEM L 72 CVSS DMERINT WA, UL, YATLRERIZEED W20 RO EA 0B E
DFHIEE % DY AT LEHZFIZZERONTE D, EVH 7. I T, KT, NELE
VAT LIERP SV A TFME TV EEBERL, VAT LAERIZFED W) AT FHiET D &
AT BT DOWTIRET 5.

Risk assessment system based on dynamic modeling

Akihiro Sugimotot Yoshiaki [sobef

tHitachi, Ltd., Yokohama Research Laboratory iHitachi, Ltd., Yokohama Research Laboratory

Abstract About 5,000 vulnerabilities were disclosed in 2013 by the National Institute of Stan-
dards and Technology (NIST) of USA. As soon as vulnerabilities are disclosed, cyber-attacks
that exploit the vulnerabilities increase suddenly. So system engineers must prioritize the vul-
nerabilities to deal with efficiently.

Common Vulnerability Scoring System (CVSS) was standardized for risk assessment. But
risk assessment for individual systems is entrusted to system engineers. Therefore this study
suggested a risk assessment system that automatically makes modeling for risk assessment based
on system configuration.
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CVE-2013-2251
FOriginal release date : 07/19/2013
I Last revised : 05/05/2014
FSource : US-CERT/NIST
rOverview : Apache Struts 2.0.0 through 2.3.15 allows ...
rImpact
CVSS Severity (version 2.0)

| CVSS v2 Base Score : 9.3 (HIGH) (AV:N/AC:M/Au:N/C:C/...
FImpact Subscore : 10.0
- Exploitability Subscore : 8.6
~ CVSS Version 2 Metrics
I Access Vector : Network exploitable
I Access Complexity : Medium
- Authentication : Not required to exploit
Impact Type : Allows unauthorized disclosure of information; ...
- References to Advisories, Solutions, and Tools : By selecting these ...
Entrys

I External Source : MLIST

FName : [oss-security] 20140114 Re: CVE Request: Apache Arch...
- Hyperlink : http://seclists.org/oss-sec/2014/q1/89

+Vulnerable software and versions
L Configuration 1

cpe:/a:apache:struts:2.3.1.2

{cpe:/a:apache:struts:2.2.3.1

L Technical Details
’~ Vulnerability Type : Input Validation (CWE-20)
- CVE Standard Vulnerability Entry : http://cve.mitre.org/ ...

5: Apache Struts2 D ffg55PEDHI
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