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Abstract: As the first step to steal confidential information from targeted organization, targeted e-mail at-
tacks are increasing rapidly. Attackers send e-mail which the receiver opens unwittingly and infects the victim
with malware by impersonating a legitimate sender with falsified “From” field, and carefully crafted e-mail
title, message body, signature, and attachments. As the attacker changes his tactics with social engineering
methods adaptively for each receiver, it is extremely difficult for current mass-market protections such as
spam e-mail filter and anti-virus software protect from such attacks. This paper proposes a client-side solu-
tion to protect e-mail receivers from such attacks by utilizing e-mail features which is difficult for attackers to
forge. Based on this proposal, we have implemented a prototype, which warns its users of potential threats
before they open e-mail and its implementation details are given in this paper.
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Fig. 1 Accurate detection of spoofed e-mail by cooperating

outbound and inbound software mechanism.
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Fig. 2 Generation process of e-mail identification information.
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Fig. 3 Verification process of e-mail identification information.
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e-mail log.
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Fig. 5 Verification process of sender feature information.

2294



BB FRERNEE Vol.55 No.10 2290-2299 (Oct. 2014)

T X — VIO TR D A ¥ A%, X-InboundPECCheck:
NG %3BINL, SFEEmmaEss A & ZE A~V RM &
T5. ZORGEGERANY YONFICEDE, FIFEICRD
TELA—LOELELT.

Received v 72 & A IEBRPS LV TF LAV %
HET A FRIT WA NTYS, LarLeds, H
FMCIP 7 FLAZRKE LTCERT L7210 T, KFO
Za—AREY AR A=V Y U EOERDORET
IP7 FLATHEILCTERIEL TWA X — V21, HRZE
WHTLEH)Z &R D, T2, Nl zEGolzx—1) 7
AT, A UNBEIHEBENHEETHZETH—2—
)y 7)) A MDERBRHA RIS 5720 T 55, RERL
FEBROIP 7 F L ZOHH 2 F TIEER 2 BSE2 2
EITELR W, 2010, FERKOIP 7 FL AL, 58
L= TR %L —EHHENDPORR A F = v 7 247,
7z, BICEENDL FAAL VDY, From X v t— 1D,
Return-Path, AXHIZ&FEF NS URLEIZEEFNL KA A
i, EORE—HTAIIOF v 7 T IRHEE
DEMERZHEHE L $52 8T, BHZEZRST.

4.4 REAKXICEBHESE

RETI, 4.2 i, 4.3 B@CREL BN L A, B
X — VECBEOHIE S EIZ OV TN, K6 12, REHN
X B IO E R .

ZR/A VDM EAT, BAFEHRAN v ¥ (X-
InboundTargetData, X-InboundMAC) HAFAES %00
DEREATH . WG v ¥R T A5A1L, 4.2.3 TH
TIRAR7FHE LI 21TV, A—HOEE1E, ZF
A=W B - BB EAT ) . BBVEEHRAN v &
DAFAE L 2 WIGEIE, 4.3 B Cal <720 BUG iR A L B %
19, BTIA — VB H UL, B IEHIRGE
WERFERE, 25 A — WIS S - LB £24T 9 .

T

—%
RIEA—IIZHT B
Z2E-TeftnE

RIEA—IIZHT B
Z2E-TefbmE

BHEA—ILKED
RIRETE 372l &3

6 R E RS LS L B HE LB O
Fig. 6 Detection process of spoofed e-mail with identification

information and sender feature information.
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PHBEZICHZ VLR WVERY, A=Ay ¥ 255 L Tk
BIERE LR T A EDTELRL LD, Lo T, #ATHHR
ERIME N TN B0, BEUDPHRTELRVWZEA—)IVIC
ML TIE, B2 — VBTN H 5 & Hk+ 5 2
EDRTES.

T, WY VEEBALTOARVHTERLLTY, %ZfE
JEIRE % B\ L7k B8 & L ORI Ei 2 R $ 5 2 &
T, ZEEE» S AEHEOI A EAERE & ITHEL,
MM AR T 5 2 LT, EWEI X — VIEOTRELOH
Mx X DFEEICH TN TEL. AARICLY, 1=
ORI X — VIR & % G B S5 2 L DS REIC R 4.

5. AEREX

Tu A TERET, BERER - MR, BIO
BRI EE PR e O KB Fe ML £ 1T o 72, RE T,
TRy AT AT O & EEREFEIC O W TR D,

51 7OM2ATIXT LA

PEZAZE A — VOENT - HIHNC X AR X — L R 0 H)
E, BLUOZEBNOEE - Lt 2IT) Ta kA
TYATLERELZ (A7)

A= NVFry 7 I—NE LT, EEA-NVIIFLT, ik
FIE O A6 % 4T 9 Outbound MLERHERE &, 25 X —
WX LT, RRPIEROMGE, B X O MOMREEZ AT
Inbound MLEIFERE % BIZE L 72, SMTP, 3 X UF Microsoft
Exchange (2355 % 2 & C, BEFEDZ L D A—F (MUA)
WA L e WL & e o TW b . MUA & LT, Microsoft
Outlook (LAKE, Outlook) %9 A34121d, Outlook
T RA VLB A=IF v 7y — )b OEERRE D B
L7z. LLF, F£& LT Outlook & x5z L7z — V%
DNTIRREG,

5.2 AIEHRAE BERE

PEAE X — VAT B IRATILER, 72 & NI RRPITE R & R AL
TOBRER A=V F 2y 7y — )V BICEE L, WELE
&, R 7 VT XL, MACHSIEE %, ZEMAKL
HHEL, A—oEH, 7VI) X2%2MHTE5S. MAC
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MUA: Mail User Agent
MTA: Message Transfer Agent
MRA: Mail Retrieval Agent

Py A—LFTVIY—IL
(Outl_c ok) Outbound
DL e

HAIEE
A RRE

MTA DL

(Exchange/$MTP)

A7

WEHHER

FAITER
TREEAERE
Inbound

IR RE

:

MRA
(E¥change/POP) g_)

)R F B
REA-ILT2IE

M7 7JubyATYAT L0
Fig. 7 Outline of prototypic system.

WRIEHE LT, A=A FYO—WEKRL, FfF77
ANV EERTRE L L7z, RRBIEIROER TV T X A1
HMAC-SHA256 % i L, ##&IAHRE #ERE LT,
MAC W HRIEHH LA EDLE TNy VafizEH L, 20
Ny v afii @GR L L.

5.3 RIIEHMARIARE

ZAE A — WA T B IRNTILER, 72 & DR B ISR % M
TOREREE A=V F 2y 7y — )V EICEE L WEILE
T, AR T7T VT X4, MAC WEIEHE %, ®%EmEL
HL, [H—DfEHR, THITYALEFHLZ.

5.4 HEBIEMARIIALEE

HWAFEHA Y ¥R IMEN TV R WEZE X —LDBE,
HEEET FVAZT L ICZBREE» D EMEHRE R L, M
PR AT BEEER A —VF v 7V — )b FICgER L
72. ZRBEODDLERBEET FLADLOYE, %X —
WV DR HIRAE LI 24T .

5.5 SZEEANDELE - Lo i
ZAEA =N BZEB DL - e LT,
BRI X — VIO RN H 2 B2 EHISH LT, &
EHECTERRT AE L ERE L. T2, WEOWHREED
HHA=NVIE, BoTRF7 7 AVEHF LAY Lewvk
5, REEX— )7 VA ICEREIICRE (R T2, X
512, BEWR X — B0 OH e R E S EE VRIS
MR T& A X9, Outlook D X — VAFHIHHBEREZ W C,
HERE R ZEE L AR REFR L2,
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6. HEREEOMNM L BE

EBEIZIEE A =V oAy et L7z XA — IV EERK
L, 70 94T AT L TRIRESFROMIEZ 4T - 7.
F 72, MHEAFIHETORITICL Y, BRGSO & 51
R A AT - 72,

6.1 FRERELE D BRRTE

I, LT 3HEOBEA— VAR L. (A) &, E
BEBEEMERT 2IEH A — b, (B), (C) &, (A) 23
X = )by FEBEEL T2 X = )VT, BBREIPMER T 5K
B —VIZHLT 5. /7 7 AV, 150 PDF 7 7
AIVEMELR. (A)~(C) X, [—D%fEH (From) »
LDOA=)VTHY), ZORXEET FLADPLDIEHR A — )L
HODNLOZEEEL LTRIFL, A — VARG 7
L7292 CEEliL 7.

(A) 5.2 FiDOFPET, BEEHRN Y ¥ 2Bl 7 7
ANV EEFE A=V

(B) (A) L IFFNDIEBOERNEHAT E A =D, Ny FD
A= LTIER L7z, 7 7 A VAR &A% x — v

(C) ZBBIED Ny ¥ OREEE & (3R 7% 2 R iE I
BAEEINY FEEHLE, W7 74 VA & %
A=)

(A) 1Z, Outlook TA = V&MEKL, A—NVF v 7Y —
VENLTEET S, (B), (C)1F, 7% & MERTHLE
A=NVEERL, A=NVF v 7= V%AET, sendmail
A< FEHWTEET 5.

A= VML, A—NVF vy —NENLTHE
IR %479 . CHIERRIE, UToB)THA.

(A) 1F, BIIEROMGEDIER &Y, BEBEILIR
ENTIZ, FOFFRA-NDFHDOLIREEL 72 o /2.

(B) 1, EHA—VDONy FEREHMIE— L1270, %
fg A = AR SN HRE —H L Wi E %
D, ERRIBCEO RS D B B OEE F IR 4 HIEE A
Binshz (X 8).

(C)1E, HoDLORL LI EEEOHMIGH L,
fE A=V OFFMIERT R L B3R L 20, (B) FELC,
HERT BB GBS .

LA RS OHIEE 02w (B), (O)1F, A—VEHL
CER SR FE RSN (F9). BHEAvE—TD
HE%, REEVPTRTCF oy 7 $HIET, “Bieh X —
Vb LTEE Ry UG hD. KRS VEMTT5
LT, BEERTASBEHANS, ZOFTERE LA
WTohIZ LRy pBEEICATEL (K 10), KA -
DFFHE ML ZEEREL L CRleks 5. BEWMT, “KK
A=)V T A VT NEEE Ry EMT S5 ET, RA—
WERERX =)V T+ VT NEREIRET 5. Zok &, B
RWBOWREMDH 5 FOEEZRTSHEEAN»S, Rk

Ig X
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Fig. 8 Alert message of detecting suspicious targeted e-mail.
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Fig. 9 Alert window for detecting wrong e-mail identification

information.
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Fig. 10 Warning message for checked e-mail.
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Fig. 11 Warning message for isolated e-mail.

6.2 HEBREEOHTIIMEE RE

ASEEMELIA—VF v 7Y — ) %[BT 20
ZICEA LT, HEMICFAHALTL bW, EBEOEE A —
VEHWT, RBRFERORATEM 2175 7-.
6.2.1 FTIC & 3 HERELE DOHEERHE

FRRNFIHZE IS LT, ANAWICELT O &) ZaFf 2 —
AR L, RRBTEHEEREE, 72 O ONIHEBUG HsaE
REDEYVERHAT 2 47 - 7.
(1) 6.1 fio (B) B X — )b & MK 2 6 %15
(2) 6.1 HiD (C) BB A — L % kI 2 5 %M

(3) S/MIME E 4% D\ 7z A — )b & MM A 5 %145
FER, (1) 1%, FAIEROBEESRE, (2) &, FHEEHRD
MaRFSE &2 0, BHEHAZR RSNz, (3)1E, S/MIME
BLHGE, FRPVERMEEE DICIERE &Y, EEmEIEE
IRENBEWI ERRER L. ShIcX Y, MRkHN o LR
H# = S/MIME F4 D7z A — )V T, E&HmIEE
RENT, FLRENFI % B o 7ML 2 5 OB X — v
T, BHEHSERREND Z &R HRATE .

6.2.2 12893 X —JLEIFR T DRIE R DKB D RIREL
PRI X — Ll 2 AT D4 Cfi L, BERORR
Wl L7z, SHNICH e E (k45 4, LS H4D
F534) EWEELL, HidOA—VFzy Yy —LD
BAE20 %, BLUIFEAE33HT, Hirs, tHNE
M o%EEH (From) 8o T, MWEHFEFITXLT,
[ U OB 7 7 A MAF S BRI X — v & 1@k L
2. kb, FHENIIEEAT) BLERT 2 E T FMmL 7.
T/, BARICED O Lo E ERT 2:E0 2 AR
WA= F v 7y — ) VEEAL, BHEERON S, 25
W ASH 72 B O3 WL 5 31Ol L 7=, e ik,
Mg X — IV OFAT 7 7 4 )V (Microsoft Word) % B < &,
V= U RE SN AR, BERERE L.

RAX=IIFEOFER, X—=IVF v 7Y —=)VOIHEAH
BT A A= VEEHEIT 114, BEAFIIBITS X —IVE
HEHET1mE%k-72 (R 3). 74 v v —OHEEMRG
BB X METME L EM L 72L& 25, SRKETHET
Hotl: (P=0.016). LoT, EHE A —LIFIZHBNT
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& 3 BB A — L BIE R

Table 3 Results on simulated e-mail attack.

FEESES PR
BAE 14 194
FEE AL 1144 224

b, RY—IVORRDSH B Z EDgnroi.
6.2.3 FITRHMEIC £ 2 REHE

REREZORATHMZ B LT, KV — IV TORREOMER
LB, W OPDOBELH SN E o7 121, B
BLTH L. ZRBEO R VHIRIZED A —VIZIZLTE
EBHAHTLE ). SIS LTUIMEALZTTIE %R <, ik
ELTEZBEEEA LG T2HOMKILELEZONS.
T/, B A T TORRLHETH 5.

Ky —VEEMAHT LI ET, £ 08— H5H
AN, BRSNS Z LB WFTE S, ERE, B
25N L 725 A S BUE T ORI X — VAT, Ry —
VoORMMFIRZEO R, FEHFIRAZE SO b BEEIEw L
WIOFERER TS, FREICED, #FEERESY, FIA
HFLRWERTHENTE -0 EEZLND.

K52, 2—HFA ¥ T —ALOHETH A, fEHH
A= VIR BWTIE, Ay = V2B z L Th,
MI77ANVERBELTCLE)r—ADHo7z, ¥ 2
TALDFHELLRWHHBZICH LT, KEEA—-LDY A
RWINAZR D L—FA V7 72— ADYUBEDPLETH .
7ol 2, [ A= VOREREEA R 9] L) Fln
BEEXA =V EN b [ EGE ) MM D A — LSk
LENTWET| OFP—BAHAEIZL D 500 2T v,

7. FEO

KL T, 2525 TOMPEC X 2B ERs LT
&, SEREE I LA EH T L O & FIH
L, EEEEIA—L~DZ F4T v MEEHEmR 2% L 7.
REARICLY, EHIA METHEE > Tz, =
HTOWNKEELRLTD, 27947V MIA=VFzy
7= VEBAT LT, EHHE X — VO RN %
HE - BRI A EWWEICR D, E512, BRI X —)
WEOWEEEEZ ) 7V 4 LB L, A—VE2E R
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BEAFRICINE, BHEOA—VEREZEZ2 52 L%,
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AELDHEOTHHHT A LT, HHNND X N E e
A= VBB R fHICRET 2 2L DR L & 5.
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