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Security Enhancement Preventing Personal Information Disclosure

in Web-based Questionnaire

JunJ1 NAKAzATO,t KENJI FusiMoTOt and HIROAKI KIKUCHIt

This paper proposes a secure protocol for web-based questionnaire that preserves the pri-
vacy of responders and ensures the robustness. The proposed protocol is based on secure
electronic voting protocol proposed by Cramer et al. with confidentiality and efficiency, which
are common requirements for both applications. This paper points out an issue particular
in the secure questionnaire, that is, a requirement to deal with a multiple-choice question,
and shows that the communication overhead grows exponentially with the number of choices
n. To address the issue, the proposed protocol reduces the cost from ©(2") to ©(n). The
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performance based on the experimental implementation is also shown.
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Table 1 Private information disclosure incidents form

Web-based questionnaire.
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Table 2 Features of some Web-based questionnaire systems.
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Table 3 Statistics of questionnaire pages.
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Table 4 Type of questionnaire.
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Fig.1 Computation cost of proof of validity.
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Table 5 Computation cost in number of modular

exponentiations.
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Fig.2 Block diagram for the system.
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Table 6 Execution and implementation environment.
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Table 7 Fundamental classes.
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Table 8 Average overhead of security enhancement.
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Fig.7 Original questionnaire page.
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A.1 XML Schema

<?xml version="1.0" encoding="UTF-8">
<xs:schema xmlns:xs="http://www.w3c.org/2001/XMLSchema">

<xs:element name="ppsq">
<xs:complexType>



Vol. 46 No. 8

<xs:sequence>

<xs:element ref="question" minOccurs="0" maxOccurs="unbounded"/>
<xs:element ref="Key" />

</xs:sequence>

</xs:complexType>

</xs:element>

<xs:element name="question">

<xs:complexType>

<xs:sequence>

<xs:element ref="cipher-text" minOccurs="0" maxOccurs="1" />
<xs:element ref="CGS" minOccurs="0" maxOccurs="unbounded" />
</xs:sequence>

<xs:attribute name="choice-n" type="xs:integer" use="required"/>

<xs:attribute name=

question-no" type="xs:integer" use=
<xs:attribute name="type" type="xs:string" use="required" />
<xs:attribute name="name" type="xs:string" use="required" />
</xs:complexType>

</xs:element>

<xs:element name="cipher-text">

<xs:simpleType>

<xs:restriction base="xs:string" />

<xs:sttribute name="Algorithm" type="xs:string" default="AES"
use="required" />

</xs:simpleType>

</xs:element>

<xs:element name="CGS">

<xs:complexType>

<xs:restriction>

<xs:element ref="ElGamal" minOccurs="1" maxOccurs="unbounded"/>
<xs:element ref="CDS" minOccurs="1" maxOccurs="unbounded" />
</xs:restriction>

</xs:complexType>

</xs:element>

<xs:element name="ElGamal">

<xs:complexType>

<xs:restriction />

<xs:attribute name="C1" type="xs:string" use="required" />
<xs:attribute name="C2" type="xs:string" use="required" />
</xs:complexType>

</xs:element>

<xs:element name="CDS">

<xs:complexType>

<xs:restriction>

<xs:element ref="commit" />

<xs:element ref="challenge" />

<xs:element ref="response" />

</xs:restriction>

</xs:complexType>

</xs:element>

<xs:element name="commit">

<xs:complexType>

<xs:restriction>

<xs:element ref="ElGamal" minOccurs="1" maxOccurs="unbounded"/>
</xs:restriction>

</xs:complexType>

</xs:element>

<xs:element name='"challenge'">

<xs:complexType>

<xs:restriction>

<xs:element ref="d" minOccurs="1" maxOccurs="unbounded" />
</xs:restriction>

</xs:complexType>

</xs:element>

<xs:element name="d">

<xs:simpleType>

<xs:restriction base="xs:string" />

</xs:simpleType>

</xs:element>

<xs:element name="response'">

<xs:complexType>

<xs:restriction>

required"/>

0oo0oO0o0ooo0oo00 WebOOOOOOOOOOOOOO 2077

<xs:element ref="r" minOccurs="1" maxOccurs="unbounded" />
</xs:restriction>

</xs:complexType>

</xs:element>

<xs:element name="r">

<xs:simpleType>

<xs:restriction base="xs:string" />

</xs:simpleType>

</xs:element>

<xs:element name="Key">

<xs:simpleType>

<xs:restriction base="xs:string"/>

<xs:sttribute name="Algorithm" type="xs:string" default="AES"

use="required" />
<xs:restriction>

<xs:element>

</xs:schema>
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