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A Software Fingerprinting Scheme for Java
Using Class Structure Transformation
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TosHIAKI TANAKAtHT and KOUICHI SAKURATH

Embedding personal identifiers as watermarks to software is effective in order to protect
copyright of them. Monden et al. proposed program watermarking scheme for embedding
arbiter character sequence to target Java class files. But their scheme can be used to embed
only the same watermarking to all the programs. Thus, if we apply their scheme to embed
users’ personal identifiers, the watermark can be specified by comparing two or more users’
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program. This paper improve the problem by using a class structure transformation.
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Table 1 Example of bit assignment rules for bytecodes.
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class A{
public int a;
AO{...}
private void A1(0{...}
public void A2(int x){
a = x;
}

public void A3(){...}

class Sample{
public static void main(String[] args){
A Obj = new AQ);
0bj.A2(3);

02 000000OO0oOOoOOooDOooOoboobooooo
Fig.2 Source code before applying class structure
transformation.
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class A{ T?)[\%ie ,A/:\() B Sample
public int a; A1) M0} — | A1( ABz()
20 A2() A3() —
{---} A3()

private void A1(0{...}
public void A3(){...}

class B{
BO{...}
public static void A2(int x, A 0bj){
Obj.a = x;

class Sample{
public static void main(String[] args){
A Obj = new AQ);
B.A2(3,0bj);

03 OD00000D000D000DO00O000000O0
Fig.3 Source code after applying class structure
transformation.
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Fig.4 Change of the class structure.
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Fig.5 Overview of proposed method.
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Table 2 Change of the execution times.
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000000 |00 0000 |0000 [ms] | 000 [KB] |00 0000 |0000 [ms] | 000 [KB]
BinTree | 201 3 5,640 3.46 227 14 6,100 4.34
BinSearch | 99 2 3,960 1.76 108 11 4,250 2.18
HuffEnc | 226 3 6,090 3.83 280 17 6,290 4.76
TopSort | 156 3 2,870 2.51 187 10 2,940 2.71
Heapsort | 203 3 2,890 3.48 228 12 3,010 4.34
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