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Proposal and Verification of
the Fast Authentication Method for FMIPv6

YUTAKA YAMASHITA,! YASUYUKI TANAKA," TORU KIMURA,it?
NATSUKO ONOit97 and FUMIO TERAOKAT

In this paper, we propose and verify the method that achieves fast authentication between
the mobile node and the access router with FMIPv6 protocol. FMIPv6 enhances Mobile IP.
It detects movement of mobile nodes and forwards packets. Since it needs exchage of the
control packets between the mobile node and the access router (default router) and between
the previous access router and the new access router, the authentication mechanism that pre-
vents attacker’s disguise is indispensable. This paper proposes a fast authentication method
using existing authentication protocols such as IPsec and IKE. This method transfers the
parameters of the IPsec SAs from the previous access router to the new access router in
the FMIPv6 sequence. We implemented a prototype and found that our method required
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negligible overhead.
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