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+ Frame 17: BO bytes on wire (640 bits), BO bytes captured (640 bits) on interface 0

+ Ethernet II, Src: Parrot_cc:64:b6 (90:03:b7:cc:64:b6), Dst: wonmaiPr_df :6d:71 (34:23:87:df:6d:71)

# Internet Protocol version 4, src: 192.168.1.1 (192.168.1.1), Dst: 192,168.1.2 (192.168.1.2)
+ User Datagram Protocol, Src Port: 14551 (14551), Dst Port: 14550 (14550)
mavLink protocol (38)
Header
Magic value / version: Oxfe
payload length: 30
Packet sequence: 153
system 1d: Oxo0L
component 1d: Oxbe
vessage 1d: Ox1B
Payload: GPS_RAW_INT (24)
time_usec (uintéd): 192684204
Fix_type (uintd): 13
lat (int32): 1611969516
Ton (int32): -766449820
alt (int32): 268435966
eph (uintl6): 8194
epv (uinti6): 0

vel (uintl6): 26624

cog (uintie): 768
satellites_visible (uintg): &
Message CRC: Ox65a3

M4 HEHEBERFFICBWTREG Ly b

4 BELEAAT Y b OEEIKOREE
% | 1) AT RE 7 1%

7 [ & Je OV DR

HEH7 M & Je OV DEFE

R 7 18 Je OV DR FE

RERE . RREE. R, cPHUEEE, i

. Rinfa R

N7 U B
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GPS 1
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7y NI BEVEERERF IR S R o Tl N
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v NFadl 2 —noEZEINE Ty hOREE
FIRAT2Z81%, ~AVFadZ— kb0 A =K%
WET 5 ECEERBETHDLEF A D,

® Frame 51786: 95 bytes on wire (760 bits), 95 bytes captured (760 bits) on interface 0
s €thernet II, src: Intelcor_38:c0:34 (Sc:51:4f:38:c0:34), Dst: Parrot_cc:64:b6 (90:03:b7:cC:64:b6)
% Internet Protocol Version 4, Src: 192.168.1.2 (192.168.1.2), Dst: 192.168.1.1 (192.168.1.1)
+ User pDatagram Protocol, src Port: 58597 (58397), ost port: freeciv (5556)
- 4R Drone Packet
Command: PCMD

Sequence Number: 7351

Flag: 1

Roll: -1092513495 (ROLL LEFT)

pitch: -1113602048 (PITCH FORWARD)

Gaz: -2147483648 (DECREASE VERT SPEED)

Yaw: 0 (MO CHANGE)

5 FEHRMGERFICBW TS LNy b

5.

(5]

(6]
(7]

#5  EERESH Ty bR

e o 192.168.1.2 (PC)
EIEk 192.168.1.1 (AR. Drone 2.0)
EEILA— b | 58597
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I R B & 5
#E7 M fE = fE
B AR RS
B A ERS
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T, SEROBGHIELS L ORMEME, 208
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2E XM
[

Parrot, http://ardrone2.parrot.com.

(77 EAH201445H 15 H)
DIJI, http://www.dji.com. (77 £ A H:2014 4= 5 H 15 H)
Phenox, http://phenoxlab.com/.
(727 EAH201445H 15 H)
Amazon Prime Air,
http://www.amazon.com/b?node=8037720011.
(77 EAH:20144%5H 15 H)
oo skt iR ). REBGILH O B RO /N RAT
B AN > b E B,
http://www.secom.co.jp/corporate/release/2012/nr_20121226.ht
ml. (727 BAH:201445 H 15 B)
Schneider, D., "Open season on drones?," Spectrum, IEEE ,
vol.51, no.1, pp.32,33, January 2014.
Villasenor, J., "“Drones” and the future of domestic aviation
[Point of View]," Proceedings of the IEEE , vol.102, no.3,

— 1745 —



pp-235,238, March 2014.
[8] Evgeny Abramov, Maxim Kobilev, and Oleg Makarevich. 2013.
Using quadrocopter as a pentest tool. In Proceedings of the 6th
International Conference on Security of Information and
Networks (SIN '13). ACM, New York, NY, USA, 404-407.
[9] Dan He, Haoyi Ren, Weidong Hua, Gang Pan, Shijian Li, and
Zhaohui Wu. 2011. FlyingBuddy: augment human mobility and
perceptibility. In Proceedings of the 13th international
conference on Ubiquitous computing (UbiComp 'l1). ACM,
New York, NY, USA, 615-616.
[10] Yutaro Kyono, Takuro Yonezawa, Hiroki Nozaki, Masaki
Ogawa, Tomotaka Ito, Jin Nakazawa, Kazunori Takashio, and
Hideyuki Tokuda. 2013. EverCopter: continuous and adaptive
over-the-air sensing with detachable wired flying objects. In
Proceedings of the 2013 ACM conference on Pervasive and
ubiquitous computing adjunct publication (UbiComp 'I3
Adjunct). ACM, New York, NY, USA, 299-302.
[11]  Parrot, TECHNICAL SPECIFICATIONS,
http://ardrone2.parrot.com/ardrone-2/specifications/.
(77 EAH2014%5H 15 H)

[12] Parrot, AR.Freeflight, http://www.parrot.com/usa/apps/.
(T72AH20144%5H 15 H)

[13]  QGroundControl, http://www.qgroundcontrol.org.
(T72AH20144%5H 15 H)

[14] Raspberry Pi, http://www.raspberrypi.org.
(T7®AH201445H 15 H)

[15] N. Hoque, Monowar H. Bhuyan, R.C. Baishya, D.K.
Bhattacharyya, J.K. Kalita, Network attacks: Taxonomy, tools
and systems, Journal of Network and Computer Applications,
Volume 40, April 2014, Pages 307-324.

[16] Igino Corona, Giorgio Giacinto, Fabio Roli, Adversarial attacks
against intrusion detection systems: Taxonomy, solutions and
open issues, Information Sciences, Volume 239, 1 August 2013,
Pages 201-225.

[17] Kemal Bicakci, Bulent Tavli, Denial-of-Service attacks and
countermeasures in IEEE 802.11 wireless networks, Computer
Standards & Interfaces, Volume 31, Issue 5, September 2009,
Pages 931-941.

[18] MAVLink Micro Air Vehicle Communication Protocol,
http://qgroundcontrol.org/mavlink/start. (7 7 & & H:2014 4 5
H 15 H)

— 1746 —




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.6
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType true
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize false
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /Arial-Black
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialUnicodeMS
    /BookAntiqua
    /BookAntiqua-Bold
    /BookAntiqua-BoldItalic
    /BookAntiqua-Italic
    /BookmanOldStyle
    /BookmanOldStyle-Bold
    /BookmanOldStyle-BoldItalic
    /BookmanOldStyle-Italic
    /BookshelfSymbolSeven
    /Century
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CenturySchoolbook
    /CenturySchoolbook-Bold
    /CenturySchoolbook-BoldItalic
    /CenturySchoolbook-Italic
    /ComicSansMS
    /ComicSansMS-Bold
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /EstrangeloEdessa
    /FranklinGothic-Medium
    /FranklinGothic-MediumItalic
    /Garamond
    /Garamond-Bold
    /Garamond-Italic
    /Gautami
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /Haettenschweiler
    /Impact
    /Kartika
    /Latha
    /LetterGothicMT
    /LetterGothicMT-Bold
    /LetterGothicMT-BoldOblique
    /LetterGothicMT-Oblique
    /LucidaConsole
    /LucidaSans
    /LucidaSans-Demi
    /LucidaSans-DemiItalic
    /LucidaSans-Italic
    /LucidaSansUnicode
    /Mangal-Regular
    /MicrosoftSansSerif
    /MonotypeCorsiva
    /MSReferenceSansSerif
    /MSReferenceSpecialty
    /MVBoli
    /PalatinoLinotype-Bold
    /PalatinoLinotype-BoldItalic
    /PalatinoLinotype-Italic
    /PalatinoLinotype-Roman
    /Raavi
    /Shruti
    /Sylfaen
    /SymbolMT
    /Tahoma
    /Tahoma-Bold
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Tunga-Regular
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
    /Vrinda
    /Webdings
    /Wingdings2
    /Wingdings3
    /Wingdings-Regular
    /ZWAdobeF
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create PDFs that match the "Required"  settings for PDF Specification 4.0)
    /JPN <>
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


