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Forecast of Increasing or Decreasing Intrusion Event Counts
Using Bayesian Inference

CHIE ISHIDA," EIICHI SHIMADA," YUTAKA ARAKAWA,t
KEISUKE TAKEMORIfit and IWAO SASASEf

An intrusion detection system (IDS) is an important tool to detect and to analyze network
attacks. The analysis techniques of IDS events are actively researched, since it is important
to make use of results of analysis in understanding attack trends. To aim at a quick response
in security operation, it is important to find the attacks that gets larger in the future. How-
ever, conventional approaches cannot indicate future fluctuation of attacks. In this paper, we
propose forecast algorithms for increasing or decreasing the event counts. We consider two
algorithms by focusing on an attack cycle and a fluctuation range of the event counts. Our
algorithms use Bayesian Inference for calculating the conditional probability based on past-
observed event counts to forecast increasing or decreasing the event counts. We implement
the forecasting system and evaluate it with real IDS events. Experimental evaluations show
that each attack has discrete characteristic of fluctuation and our proposed algorithms can
forecast increasing or decreasing the event counts by selecting most appropriate algorithm for
each attack.

Nov. 2005

1. 0odoano

Jdo0d0o000obOooDoOoboOoboooboooooa
00o00b0o0oo0obDOo0oOOobOoOoboOoobooo
gobooboooooboobooboobooboboo
OO Denial of ServicesU DoSOOOOOOOOOO
goboooooboooooobobooooooo

t0o0ooooo
Keio University
++ 0000 NTTOOO
NTT DATA Co.
tt11 0000 KDDIOOO
KDDI R&D Laboratories, Inc.

2704

000000000000000000000000
00000000000IDSO00000000O0O
0000000000000 IDSO0D0000D0O
000O0000000ooooooYY0000000
IDSO000000000000000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
00000®000000000000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000



Vol. 46 No. 11

00000®000000000000000000
000000000000000007P 000000
goooboooboooooooooooooboooooo
gooooooooooooooooooonoooo
gooooooooooooooboooonoooo
goooooooooooooooboooboooooo
goooboboooooooboboooooooooo
goooooboooooogo
oo00ooo0ooOooIbsO0ooooooooood
goooboboooooooobooboooooboooobon
gooobobooooooooooboooooooo
goooooooooooooobooooooooo

goooobooooooooboooobooooono

gooobooooooooooooboooboonoooon
gooooboooooooooooocoooooooon
goooboboooooooboboooooobobDbo
000 0OAttack Signature 000000000000
goooobooooooooooooooooooon
ocooob20004000000000000000
gooooobooooooooobocoooooooon
ooo IDSOO000O00O0O0O0O0O0O0OoOoOoooo
gooooboooooooboooobooooooooo
goooooooooobooooooboooboonoooon
goooboooooooooooboooooooo
goooobooooooooboobobooooooo
oooooooo

ooo2000000000 IDSOOOOOCOOO
gooobobooooooobooboooooooooon
goobooooosoooobooooobooooon
ooOooobOOoooO400000000500000
oobooooboocoobobocoboebOoboboOoOoOOO

2. IDSO0O0O0OCOO0OOOOOOODODOO

oooOo0oooooooOooooooOOo Ibsoon
gooobobooooooobooboooooooooo

goooooooooboooooobobooooUogo

2.1 IDSO0O0OOOCCOOO

010IDSO0O000000000O0OO0O0O0000

IDSagent 000000000 ODOOOOOOODOO
000000000000 0O0IDS manager O IDS

O000000000000000IDS manager 00

Event collecter0Event data basd] DBIIEvent ana-
lyzerOInterface 0000000000 OOOOOOO
0000000000 IDSagent 0O0OOOOOO
O00000Event collector 000000 OOOEvent
DBOOOOOOOEvent analyzer 0 IDS OO 00O

goooooooOooooooooooobooo 2705

IDS manager
Event
collector

—
Event DB

IDS agent A

Network 2

A

IDS agent B

IDS agent C

Security operation center

Web
browser

Operator

Event
analyzer

Interface

01 IDSOO000OO00OOO0O0O0OOO
Fig.1 Framework of analysis system for IDS events.
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Fig.4 Screen of forecast result.
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Table 1 Hitting rate of forecast by the day.

Signature ooo
oo01 o0 2-1 oo 2-2 oo 2-3
A | HTTP port probe 70.00% 47.78% 54.44% 54.44%
B | TCP port scan 52.22% 63.33% 70.00% 65.56%
C | UDP port probe 50.00% 67.78% 66.67% 62.22%
D | FTP PORT restricted 48.89% 66.67% 67.78% 63.33%

02 00000 100000000000
Table 2 Hitting rate of forecast by the hour.

Signature ooo
oo 1 oo 2-1 00 2-2 | OO 2-3
A | HTTP port probe 58.29% | 60.32% 56.99% 58.33%
B | TCP port scan 53.75% | 66.71% 64.58% 64.44%
C | UDP port probe 51.90% | 89.54% 85.46% 85.46%
D | FTP PORT restricted | 45.69% | 76.30% 66.11% 65.93%
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Table 4 Hitting rate of the 128-bit address space.

Signature ooo
oo1 oo 2-1 oo 2-2 oo 2-3
A | HTTP port probe 75.28% 50.56% 53.93% 58.49%
B | TCP port scan 51.69% 49.44% 57.30% 52.63%
C UDP port probe 44.94% 66.29% 68.54% 65.38%
D FTP PORT restricted — — — —
05 6400000000000000
Table 5 Hitting rate of the 64-bit address space.
Signature ooo
0o 1 oo 2-1 oo 2-2 | OO 2-3
A | HTTP port probe 64.04% 58.43% 62.92% 56.52%
B | TCP port scan 58.43% 55.06% 62.92% 58.90%
C UDP port probe 42.70% 65.17% 60.67% 59.70%
D FTP PORT restricted — — — —
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Table 3 Hitting rate of forecast by selecting most
appropriate algorithm.

Signature ooo
HTTP port probe 68.24%
TCP port scan 77.65%
UDP port probe 67.86%
FTP PORT restricted | 67.78%
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