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Data Embedding Method into LZW Code Words
— Focusing on GIF Image Data

TAKESHI OGIHARA'

This paper shows a data embedding method into the sequence of code words made by LZW
compression method. Data embedding methods for LZ77 compression methods were already
proposed. However, with LZ78 compression methods, such as LZW, it is difficult to embed
data into the sequence of code words. In this paper, GIF image format is taken up as cover
data. GIF is a kind of palette-based image format and it uses LZW compression. Proposed
method properly modifies the image data itself so that the sequence of code words would have
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secret information. This paper also shows the result of embedding into GIF images.
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w = read a byte;
while ( ( k = read a byte ) != EOF ) {
if ( [w, k] exists in the dictionary )
w = [w, k];
else {
add [w, k] to the dictionary;
output code(w);
w = k;
}
}
output code(w);

01 LZw oooooo
Fig.1 LZW algorithm.
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w = S[0];
x = 1;
while ( x < data size ) {
k = S[x];
if ( [w, k] exists in the dictionary )
P[x] = [w, k];
else{
add [w, k] to the dictionary;
output code( w );
P[x] = k;
}
w = P[x];
X++;

H

}
output code( w );

02 LZwWOoOoooooooooo s[jooo
Fig.2 LZW algorithm: Byte stream is in S[].
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for (i = 0; i < data size; i++) {
D[i] = S[il; A[i] = 0;

= D[0];
=1;
= read embedded bit;
len = 1; /* Length of phrase */
while ( x < data size ) {
k = D[x];
if ( [w, k] exists in the dictionary ) {
w =P[x] = [w, k];
x++; lent++;
Yelse if (len <=2 || (w& 1) ==b ) {
add [w, k] to the dictionary;
output code( w );
w = P[x] = k;
if (len > 2)
b = read embedded bit;
for (i = x + 1; i < data size; i++) {
D[i] = S[il; A[i]l = 0;

0N O U WN
(o2 TR

I e N i il e el e
O W 00N O WNHF OO

21 }

22 X++;

23 len = 1;

24 Yelse {

25 for (; ;) o

26 x-—; len--; A[x]++;

27 k = get_replacement( S[x], Alx] );
28 D[x] = k;

29 if ( near( S[x], k ) || len <= 1)
30 break;

31 D[x] = s[x];

32 Alx] = 0;

33 }

34 w=Plx - 1];

35 }

36 )

37 output code( w );

03 DOooDoOoooo
Fig.3 Proposed algorithm.
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Fig.4 Example of the proposed algorithm.
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1 fst = P[0]; /* P[0] is a single byte */
2 for (x = 1; x < phrase number; x++) {

3 if (P[x] is a single byte) {

4 fst = P[x];

5 Yelse {

6 len = 0; /* Length of bytes */
7 code = P[x];

8 if (code is not in the dictionary)
9 str[len++] = fst;

10 code = P[x-1];

11 }

12 while (code is not a single byte) {
13 get_entry( code, &w, &k );
14 /* code is [w, k] */

15 str[len++] = k;

16 code = w;

17 }

18 str[len++] = fst = code;

19 if (len > 2)

20 output bit(P[x] & 1);

21 }

22 add [P[x-1], fst] to the dictionary;
23 }

05 0D0O000DO0O0OO0O00OO0O
Fig.5 Extracting algorithm.
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(c) Lenna (d) map
0eée OoooOoOO
Fig.6 Test images.
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Table 1 Results of embedding.
oo 0 x0O 0000 byted GIF - 000Ooog GIF -000000 oooooooo PSNR (dB)
nla 512x640 328,482 160,578 (48.88%) 173,084 (52.69%) 43,705 (13.34%) 45.09
n2a 512x640 328,482 203,518 (61.96%) 210,783 (64.17%) 30,295 ( 9.25%) 42.21
Lenna  512x512 262,946 213,186 (81.08%) 220,204 (83.74%) 18,049 ( 6.89%) 48.21
map 576x477 275,537 29,430 (10.68%) 34,014 (12.34%) 11,562 ( 4.21%) 51.33
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Table 2 A trend of replaced colors.

oooo n2a Lenna
0 308,628 (94.19%) 249,829 (95.30%)
1 16,176 ( 4.94%) 9,744 ( 3.72%)
2 2,354 ( 0.72%) 1,884 ( 0.72%)
3 338 ( 0.10%) 493 ( 0.19%)
4 94 ( 0.03%) 118 ( 0.05%)
5 45 ( 0.01%) 50 ( 0.02%)
6 14 ( 0.00%) 18 ( 0.01%)
7 7 ( 0.00%) 8 ( 0.00%)
8 9 ( 0.00%) 0 ( 0.00%)
>9 15 ( 0.00%) 0 ( 0.00%)
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