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Harache: A WWW Server Running with the Authority of the File Owner

DAISUKE HARA,* RyoTA OzAKI,+® KAzZUKI HyoubDout.eo
and YASUICHI NAKAYAMAT

This paper presents a WWW server named Harache, that runs under the authority of the
file owner. Existing servers have problems that occur because of the user authority during
execution. When a PHP program creates data files, the owner of the created files is the
special user account that runs a server. Therefore, other users that share the same server can
steal and delete these data files. These problems are serious for a hosting service where many
users share a server. Harache has server processes that run under the authority of the file
owner. Hence Harache can solve these problems that occur because of the user authority. In
addition, Harache terminates unnecessary server processes when needed to improve scalability
of the number of users. For a proof of concept, we implemented Harache on a Linux OS with
a SELinux and performed evaluation experiments. Experimental results show that Harache
achieves high performance and scalability.
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Table 1 Comparison of access control approaches.
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