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Security Key Infrastructure to Certificate Security Countermeasures

TAKAMASA ISOHARA,t CHIE ISHIDA," YUKO KITADA,t
KEISUKE TAKEMORItt and IWAO SASASE!

An authentication technology such as Public Key Infrastructure (PKI) is used for a server
authentication. However, it does not certificate the security countermeasure of the server.
When a client receives malicious packets from such a server, these packets can not be blocked.
In this paper, we propose the Security Key Infrastructure (SKI), in which Security Certificate
Authority checks a countermeasure of the server and issues a Security Certificate. The client
can verify the certificate of the server. We consider the requirements for security, flexibility
and feasibility, and we design processing modules and protocols. To consider feasibility, we
evaluate the processing speed of certificate induction between the server and the client, and
we show that this scheme can satisfy the need for quick response. Our proposed scheme can be
applied to the access control in small client that has no security countermeasure in ubiquitous

network.
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Fig.1 Basic model of security key infrastructure.
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<certificate>
<version>1.0</version>
<serial>1008</serial>
<sca>TestSCA</sca>
<validity>
<IssuedOn>2005/05/06 21:15:48</IssuedOn>
<ExpiresOn>2005/05/07 21:15:48</ExpiresOn:
</validity>
<server>www.sasase.ics.keio.ac.jp</server>
<secure_level>3</secure_level>
<sig_algrthm>md5SWithRSAEnc.</sig_algrthm>
<sig>f3cc21dd8445e238cecb5772d5ea</sig>
</certificate>
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Fig.4 Datagram structure.
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Fig.6 Protocol between the server and the client.
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Table 2 Comparison between conventional scheme and proposed scheme.
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Fig.8 Response time between the server and the client.
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