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An Information Disclosure System of Digital Documents
with Protecting Personal Information

YASUO HATANO,t KUNIHIKO MIYAZAKI' and SATORU TEZUKA®

Due to “e-Document Law”, which has been effective since April, 2005, digital documents
scanned from paper documents are also accepted officially. Since digital documents can be
altered without any evidence, guide lines for e-Document Law, published by government agen-
cies, require that digital signature must be used to check “who wrote the document”, “whether
the document is not forged” and so on. Also, Law Protecting Personal Information, which
has become effective in the same month as e-Document Law, requires personal information
to be managed carefully and therefore personal information, e.g., name and birthday, should
be removed from a document published for a third party. Unfortunately, if a part of a docu-
ment is removed, current digital signature technique can not verify the document. In order to
solve this problem, “Digitally Signed Document Sanitizing Scheme (DSDSS)” was proposed
by Miyazaki, et al. in 2002. This paper presents an information disclosure system for image
files scanned from paper documents, using DSDSS. Moreover, this paper shows problems and
a solution for them, when DSDSS applies a well-known image file format “JPEG”. This paper
also gives an implementation and its performance of DSDSS for JPEG file format.
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Fig.1 An example removing personal information on
medical record.
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Fig.2 Overview of Disclosure System of Information.
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