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Design and Implementation of User-based Network Access Control
Mechanism on Multiuser Systems

1.

NARIYOSHI YAMAIL " HIROTAKA MANABE,?? KIYOHIKO OKAYAMA, !
TAKUYA MIYASHITA® and TOSHIO MATSUURAT™

On educational computer environment, a user-based network access control mechanism is
important since there exist many kinds of users. However, as for existing multiuser sys-
tems such as UNIX and LINUX, most of them have no such a mechanism or otherwise they
have some problems on this access control mechanism, such that administrative cost becomes
considerably large, and the performance of network degrades, since a huge number of access
control rules are required. In this paper, in order to solve these problems, we propose a method
that divides the whole rules into individual rule sets and that refers to only the rule set of
the packet owner. In addition, access control per flow is performed on both TCP and UDP
communications. Accordingly, this proposed method reduces administrative cost by sharing
of rule sets among users and improves performance. According to the result of performance
evaluation of a prototype system based on the proposed method, the performance of access
control is improved significantly even if many users exist on the system, and consequently we
confirm that the proposed method works effectively and efficiently.
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0 from any to any

1 tcp from 172.16.1.1 to 172.17.0.0/16 22
2 udp from 172.16.1.1 to 172.17.0.0/16

3 from 192.168.1.0/24 to 192.168.1.0/24

01 0O0D0oDOOoDoooo
Fig.1 An example of rule description file.

reject 1
allow 2
allow 3
reset O

02 00000000000
Fig.2 An example of user control file.
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Fig.3 An example of default control file.
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0 allow tcp from any to any established
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Fig.4 Configuration of ipfw on the prototype system.
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Fig.5 System configuration of the performance
evaluation experiment.
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0 from 192.168.0.0 1 to 192.168.0.1
1 from 192.168.0.0 2 to 192.168.0.1

8 from 192.168.0.0 9 to 192.168.0.1
9 from 192.168.1.1 to 192.168.1.2

06 00000000 puriier00000000O
Fig.6 The rule file of purifier used for performance
evaluation.

allow 9

07 puriier 000000000000000O0ODO
Fig.7 The user control file of purifier used for
performance evaluation (for the best case).

deny 0
deny 1
deny 8
allow 9

08 puriier 0000000000000O0ODOD
Fig.8 The user control file of purifier used for

performance evaluation (for the worst case).

0 allow tcp from any to any established
1 allow ip from 192.168.1.1 to 192.168.1.2 uid 10000

09 ipfwOOOOOO0OOOO0OOODODO
Fig.9 The rule list of ipfw used for performance
evaluation (for the best case).

0 192.168.1.10192.168.1.20 0000 UID O 10000
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iptw0OOOOO00O0OCDOOO0O 1000 100000
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gooooooooooboboboooogn 2001000
goboooooooo
oooooi10000000000o0o0o0o0o00
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OoO00o0o0oooooOooooOg TecpOO 3.4msO
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- A

0 allow tcp from any to any established
1 skipto 10001 ip from any to any uid 1
2 skipto 10001 ip from any to any uid 2
3 skipto 10001 ip from any to any uid 3

9999 skipto 10001 ip from any to any uid 9999

10000 skipto 20001 ip from any to any uid 10000
10001 deny ip from 192.168.0.0 1 to 192.168.0.1
10002 deny ip from 192.168.0.0 2 to 192.168.0.1

10009 deny ip from 192.168.0.0 9 to 192.168.0.1
10010 deny ip from 192.168.0.0 10 to 192.168.0.1
10011 deny ip from any to any

20001 deny ip from 192.168.0.0 1 to 192.168.0.1
20002 deny ip from 192.168.0.0 2 to 192.168.0.1

20009 deny ip from 192.168.0.0 9 to 192.168.0.1
20010 allow ip from 192.168.1.1 to 192.168.1.2

N J

010 ipfwOODOODOOOOODOOO
Fig.10 The rule list of ipfw for performance evaluation

(for the worst case).

01 0000OO0ooOOooOoooooooobooo
Table 1 Comparison of communication time with
different access control methods.
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02 0J00000000000O00OoOoOooogogogooon
od
Table 2 Comparison of communication time between with

and without user control file cache mechanism.
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Table 3 Comparison of communication time between

with and without UDP flow cache mechanism.
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