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An Efficient Management Method of Access Policies
for Hierarchical Virtual Private Networks

KiyOHIKO OKAYAMA," NARIYOSHI YAMAI,t HAYATO ISHIBASHI,
KotA ABE#t and TOSHIO MATSUURA

VPN (Virtual Private Network) is one of important technologies on the Internet. With
VPN, we can securely access to resources in the organizational network via the Internet.
In VPNs having hierarchical structure, since each VPN domain has different access policy
(whether VPN gateway should perform authentication and data encryption, and so on), the
administrator of a VPN domain may need to configure access policies which are different from
every VPN subdomain. However, in the existing VPN methods, since access policies are stored
in static configuration file of each VPN gateway, the administrator of a VPN domain has to
cooperate with the other administrators of its subdomains. Therefore, management cost of ac-
cess policies becomes fairly large if the organization has complicated structure. In this paper,
we propose an efficient management method of access policies for hierarchical VPN. To reduce
management cost, we introduce databases where access policies are represented hierarchically
and policy servers which can inquire access policies to lower VPN domains automatically
and recursively to each VPN domains. The effectiveness of our method is confirmed by the
experiment on the actual network using policy servers based on our method.
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