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On Two Types of Rollback Attacks against SSH
and their Countermeasures

TosHIYUKI KiTO" and TAKAMICHI SAITOtt

SSH (Secure SHell) is one of the security protocols to secure the network communication.
There are two versions of SSH, e.g. SSH1 and SSH2, and they are not compatible. Also,
SSH supports the various kinds of encryption algorithms and user-authentication methods.
Moreover, SSH client and server must agree with protocol version, ciphersuites, and user-
authentication method as most secure ways by establishing communication channel. Owing
to it, we found SSH had defects. In this paper, we denote two types of Rollback attacks, and
propose the countermeasures against such the attacks.
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