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A Filter Blocking Mail Transfer with a Bogus Sender e-mail Address

in “From:” Field

Y OSHITSUGU MATSUBARAT

The present e-mail transfer protocol can not assure that a sender e-mail address in the
“From:” field is the correct e-mail address assigned by the site. This enables user to send
mails with bogus sender e-mail addresses and causes troubles. The proposed system called
“milter-bogus-from” checks the sender e-mail address through the “milter” API under Send-
mail systems with the SMTP AUTH mechanism, and will work in general network systems
without authentication mechanisms. The correct sender e-mail address is obtained through
LDAP service, which enables us to manage users flexibly. Users can send e-mail massages
through this mechanism by installing e-mail clients compatible with SMTP AUTH. Hosts
transferring e-mail messages can authorize their e-mail messages with correct sender addresses.
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Table 1 Information recorded into the mail header and
MTA log.
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Fig.2 Flow of mail processing.
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Table 2 The environment of the software.
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Fig.3 An e-mail address example registered in LDAP server.

X-Milter-bogus-from:
Fri Jun 10 14:39:33 2005

Authenticated; 133.49.50.4; matubara@cc.saga-u.ac.jp;
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Fig.4 An example of attached header field in an accepted mail.
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Fig.5 A log example for accepting mail transfer.
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Fig.7 A log example for rejecting mail transfer.
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Fig.6 Error massage for rejected mail.
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Fig.8 Service model of mail transfer.
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Fig.9 Tool for managing mail address registered in
LDAP server.
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