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Protection for Automotive Control System
Using Secure Boot and Authentication
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Attacks on an automotive control system, ex. illegal replacement of Electronic Control Unit (ECU), tampering of ECU firmware,
and packet spoofing in a Controller Area Network (CAN), threaten the safety of driving. In this research, we make a secure
automotive control system, which is composed of four techniques; (i) secure boot of ECU, (ii) authentication of ECU, (iii)
Authentication of CAN packet, and (iv) authentication of ECU firmware. First, we select an ECU that has both the write
protection area called “root of trust” and the secure processing/storage called “secure RAM/ROM” using H/W supports. Next, we
propose the secure boot mechanism that measures firmware integrity of the ECU from the root of trust when an engine is started.
After the engine starting, a master ECU authenticates end ECUs using the challenge response to verify the configuration of the
control system. When the authentication to the end ECUs is succeeded, the master ECU issues a secret value to the end ECUs. To
check the integrity of the CAN data, to authenticate the sender ECU, and to avoid the replay attack, a media authentication code
(MAC) is inserted in the CAN packet. Here, the MAC is calculated as hash(data, secret value, packets counter). The new ECU
firmware is issued and signed by a remote authority. The signature is verified when the new firmware is applied to the ECU. Our
proposal guarantees the automotive safety of the driving and the maintenance.
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Figure 1 Attack Model on Automotive Control System.
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) TV A RBEHIETEDHENRTIHETHDIN,
Ry MR 2EICEIMLTCLESIZ L, 1 Xy D
BIENECTLEORERH 5.

4. RE - 2%

i L TRET 2 HOMHE > AT 2K 5 BEXS R
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Figure 2 Countermeasures against Automotive System Attack.
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Zhidue—x > KA ECU TH Y, il AT L& T 5
ECU OZ < ICHEHANBRAEND. ZDECU TEXaT 7
— FPORBIEZEBTEDH L, TNV A2 R ECU
DETIZBWTbHRARARRELZITZA D LR D.

RHSSOFIL DB - EMHA—KE LT, 77 H
FL-850/F1L-176-S % HI\ > 5[19].

V7 MU THRBERESLLTC AR RZLY b=
A% CubeSuite+ for v850 % A\ >35[20].

RHS8S50F1L [f](} OS & LT, TOPPERS ATK2 [21]?D ##
Da—FEMACTF 2—= 7 LTHEHATIZLICT5.

T F ECU T % RH850FIL %5 L 7= 2 -2 FL-850/
FIL-176-S % CAN ##5i L 7= R O 2 X 3 1[TR” 7.

3 BHFEICHV 72 RHSSOFIL & FEffiA— K
Figure 3 RHS850FIL on the Development Board.
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T, Android 4.2.2 (Linux3.0.35) ##HMH L7-.

FESRMIZIE, fH4k THEZR SIM/UIM 2> 5 On-board 1k C &
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ELBAE R OMREDY H/W EEINTWD. F£72, EBEIC
ECU MITHA I NI RWEDOEREEIH T HHIELZRIT 5.
Secure ROM (21, IO ZHEL, I = — N OWIRHE %
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CAN
IMX6Q RHB850FTL
Y RAECU I2KRECU 1
eMMC RAM Flash
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X - JExt FRRE B, SHA,

AL AL,
SecROM(T —4{R %)
BE O— RS E

tXa7IL AV
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EE 8 O—REAEE
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Figure 4 Design of Secure ECU System.
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Figure 5 Secure Boot for End ECU (RH850F1L).
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Step 0) Boot Loader & t¥ =7 =L A M FERr— KT 5.

Step 1) AIZE Ol == — R 23 Flash A& U 75, Root of Trust
DEXF2T7 =L A NIF 2 LT, Secure RAM O
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Step 2) Secure ROM @ CMAC #(BOOT_MAC_KEY)% f\»
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N5 CMAC OHFEBOOT MAC)% k9 5.

Step 3) — YR —BEDFER % Root of Trust (2K .

Step 4) FEREN—F L THIUE, #liHla— FRZER2TH D &
I S 41, Flash Lol = — FAFEZAEALTH
LFEMICT ¥ T (v— )T 5. A—FHThiuk
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M, FOREIZIZABHEE - BUEE g8 CHUBR 3 2 FEXRIPRIE 5 23 2
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Secure ROM IZE Y FENTWDH I L ZRHiEE T 5
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L € Step b) ECU ID, ECUID
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AN
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Step ¢) F0al
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Figure 6 ECU Authentication and Secret Share.

Step a) ¥ A ¥ ECU ® RAM Tl &4k L, = K ECU
~F LUV E LTEMNTS.
Stepb) T N ECUIZL, % (T Ht- 72 ELE & ECU_ID % Secure
RAM (20§ L, Secure ROM THH X 2 xFrdt K
T2k K(ELEL ECU ID)T 5. ZhRa L AR A
L LT~vAHZ ECU ~E[ETH. ZdDE&E CAN
oy ML, #ExREZ 7T BECU ID M & b.
Step ¢) ¥ A% ECU 1%, %I -7 K(E#,ECU ID) &
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HINoxPr8E K T KEEECU_ID) 25T 5.
Z L TfE L7cll & 1E 5 L7zfL%, ECU_ID 28—
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HBTHZEEMAEL, = FECU Z585E7 5.
FL# =K -K(Z#), ECU ID=K-K(ECU ID)

Step d) RFIEICHKLIT D &~ A X ECU @ Secure RAM T,
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ECU ~&f9%.
T N ECU IR HL-> 72 K(WE D EH) %, Secure
ROM THEI I 12 X H#E K THE 5 L, Secure RAM
THHTD.

Step a)~d)IZ & ¥, I AT L& T D ECU BEDFR
RENSET L, v~ A¥ ECU MAERM L7-MEOERE ER O
ECU OANRLZRICET L LI bD. ZOREOERIX
TV URENRIC~ A X ECUMNAER LIZELEE L, 1 oD
B AT A2 To ECU THEBEOMEE 4 5.

4.6 CAN /N4 v ~DRSE

ECU iZ, B#ET 542 TD CAN /%7 v M MAC &ffA
T5(X 7). MAC 121X, T— X Oseatt & G tiRira
R4 572012, CAN 7 L — L DF — 2 L HEfic g L
MEOEREED D, £2, VLA REEZRIEST 5729
IZ, ECU® RAM T, HEMREFE LTy MR B T
YRL, ZNH MACIZEDD. % ECUNLZIE LIz 7
v ML AT R LTREE, MACREEICHIAT 5.

MAC=Hash (7 —%, WEDGEH 0> 4)

RH850F 1L | RH850F 1L CAN
ZEERITFECU Z{ERTUFECU
Flash Step V) | Flash

F-4, hyvhs Ny (T-5, MACs) | h e
Step 1)
T4, h)vhs
A 4
SecRAM (F5S4LEE) SecRAM (5 S4LEE)
SBEE(MACHERY) 18479 NREE(MACHREE)
5\'-17II/)U|~ tXa7IVAVb
Step A) MAC s Step F)IMAC r

=Hash(T -4 M ZEDERH)5s) =Hash (7' =4 M6 E D IFIR N7 V4r,)

7 MACIZ X% CAN N7 v N3
Figure 7 CAN Packet Authentication using MAC.
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Step /») Secure RAM %, H L7 MAC % Flash (ZJ£ L,
CANIZ7a— K%y R T 5.
ZEM ECU 1%, ZITHD & CAN N7 v b Dk
EILECUID #EM L TR E, T2 0 CAN X7 v
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Figure 11  Remote Management System for Automotive.
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