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A Proposal of Distributed Internet Monitoring System
Using Mobile Agent

Hirok1 KuzuNoO,t YUSHI NAKAILt ATSUMU WATANABE,
TAKUYA KAWAHARA,t TAKASHI KATOH,* BHED BAHADUR BISTA't
and TOYOO TAKATAt

Damages caused by internet worms and virus, which use vulnerabilities of software and op-
erating system, are spreading and rapidly increasing. One of the effective means of detecting
the damages caused by the worms and virus in early stage is to analyze the packets or network
communication logs stored in network sensor that are spread in wide area. In this paper, we
propose an agent based log analyzing system by integrating concepts of P2P network and
mobile agents to realize detection and protection from the damages which may be caused by
the worms and virus in early stage. We also show results of experiments using our prototype
system. The results show that our system can analyze useful information from a large number
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of network sensors with less network traffic.
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Fig.1 ABLA overview.
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Fig.2 ABLA architecture.
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Fig.3 Exchange of host information.
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Fig.4 GUI interface of ABLA.
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Fig.5 Example of analysis result.
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Table 1 Example of analysis request on agent.
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Fig.6 Route selection of agent.
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