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Designing a Rule-Based RBAC System for Dynamic Security Policy

WATARU YAMAZAKI, 't HIRONORI HIRAISHIt and FuMIO MIZOGUCHIt

Most practical applications have dynamic attributes, but conventional access control mech-
anisms have not addressed the problem sufficiently. In this paper, we discuss how to realize
an access control system that enables us to manage dynamic security policies. Our proposed
method is based on Role-Based Access Control (RBAC), and the rule-based agent decides
access rights dynamically for the abstract role, which is defined by the role administrator
statically using context-enabled rules and an inference engine. By defining rules using declar-
ative representation (logic programming style), bidirectional queries can be realized for USER-
ROLE-PERMISSION relationships. In this paper, we will demonstrate the usefulness of our
proposed system by presenting our project management application and its access control
system.
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Fig.1 Example of a dynamic situation by the basic
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Table 1 Abstract role set.

Project Name Name
Target T1,...
T1.makeSchedule();
T1.deleteSchedule();

Role:Manager

Role:Executant | T1l.setResult();

Role:Member T1.readSchedule();
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Table 2 Example of a role mapping.

Name project_taskl
taskl,...

userA

Target

Manager

Executant
Member

userB, userC

userA, userB, userC, userD,...
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Table 3 Example of a rule with a time constraint.

Name Peoject_taskl
Target taskl
userA

Manager

Executant_Candidate and
(1000 < time < 1700)

userA, userB, userC, userD,...
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Executant_Candidate
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Fig.2 Input/Output relation of the rule-based

management system.
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makeSchedule (U,T) :-

role(manager,U), target(T). (Rule 1)
deleteSchedule(U,T) :-

role(manager,U), target(T). (Rule 2)
setResult(U,T) :-

role(executant,U), target(T). (Rule 3)
readSchedule(U,T) :-

role(member,U), target(T). (Rule 4)

O00O0O0ORulelDDOOOO UDDOOCDOODDDOO
gooOoooooo ThOoOoooooooob ug TO
0000000000 makeSchedule JO0OODODOO
O000D0O000O0ORule200 RuledDOOO0O0O0O
O00000oo0o0o0ooooooOooooooog
00000 role(R,U) DO DODODO target(T) D OO
0000000000000 role(R,U) O target(T)
goooooooooooo vUpooooooo 1O
OO0 ROOOOODOOODODOOOCOOUOOOOO
00000 perm 000000000 perm(U,T) O
000o0o0o0ooooooooooooooo
perm(U,T) :- role(R,U),target(T).
(Rule 5)

000000000 roledOO target DO OOOO
o0o0Oo0ooOooooooooooooooood
000o0ooooooooggd

4.22 0000

goooooUoUoooooopooUoOoOoooooo
oooooOooooocoooooooooo 3goog
o0oo0O0ooooooooooooooooooodg
ooooOOoOoOooooDoDOOooooooooOoood
O0o0o0O0oUooooooboooooooooooog
ooooooooog

user (userA) . (Rule 6)
target (taskl). (Rule 7)
selected(manager) . (Rule 8)

O000Rule6 0 user(U) 00000 UDOOOO
gbooboooboobooooboobooboooboaon
goooooobooooobooooooobooooooo
goooobooooooooobooocoooooooo
OO000000O000ORule70O0O00 target(T)
goobooooooooobooooooooooooon
goooooboobOoboobooo TOOOO
00000000 Rule9 O selected(R) OO0 OO0
ROODODOOOOODOOOODOOODOOOODODO

00000D0O00000o0o0o0o0O0 RBACOOOOOOO 1937

gobobooooooooooooboooooooo
gooooboboooooooooobooooooooo
oooobooooooooboboooooonoooon
oooobooooooobooobooooonoooon
ooooboooooooooooooooooooo
00000 APIODOOOOOOOOOOOCODOO
ooooooo

4.2.3 0O000O0OO
goooooooooooooooooooooon
oooooooooooooooooooooooon
goooobooooooooooooboooboooooo
ooooobooooooobooooobocooooooobo
ooooobooooooooooooooooooo
oooo3boooooobooooooooooooon
ooo

rolemember (member ,userD) . (Rule 9)
executant_candidate(userB). (Rule 10)
executant_candidate (userC) . (Rule 11)

rolemember (executant, U) :-

executant_candidate(U) ,sys_time(X),

X>1000, X<1700. (Rule 12)
rolemember (manager, userA). (Rule 13)
role(R,U) :-

user(U), selected(R), rolemember(R,U).

(Rule 14)
rolemember (member, U) :-

executant_candidate (U) . (Rule 15)
rolemember (executant, U) :-

rolemember (manager, U). (Rule 16)

OO0O0ORule9O00userD 00000 member 000
0000000000000 0000000 userD O
member 0 0000000000000 0OOOO
000000000000000ooooooooog
O0OORuleloODO Rulel2000 300000000
O0OuserBOO OO userCOOODODO executant 00O
0000oOoO0OOoO0OOo0oOooooOoo 10:0000 17:00
O0ooOdoOoopoOoooooooooooooood
O000O0o0o0ooooooooooooooooog
0000000000 sys_time(T) OO Rulel4 00O
oobOoouvudoboo ROOODOOOODOOODO
0000000000000 selected(R) DO OO
gOoooooulooOoobo ROOOUODOOODOO
oooOo
000000ooooooooooooooooo



1938 goooooooo

OO000ODo0oOooOo RBACOOOO SShOoOOOO
O0oooUooooooooUoooooooooog
000000000000 0Rulel5 000 Rulel6
O0ORole000OO0O0OO0O0OOODOOOOORuUlel500
0000 executant_candidate 000 O0O000O0DO0O
Omember 1000000000000 0OO0OOOO
O member 0000000 executant_candidate O O
J00000000D0D0O0O00ORulel6 00 Omanager
O0O0O0OOQOexecutant 00 000000000000
goooooo

00000000 Rulel200000000O0OO
o0o0D0o0ooooooooooooooooooo U
0000000000000 place(U)00Q0O0OO
hostl 000D ODOOODODOOOOOOOOOOOO
O000O0 Rule 12000000
rolemember (executant, U) :-

executant_candidate(U) ,sys_time(X),

X>1000, X<1700,

place(U), U=hostl.

4.24 0O00O0OOCOO

00000000 100ooouoooo 20000
o00o0O0o0oooooooooooooooooog
O00000000oO0O0o0ooooooooooood
00000000 00oo0ooooooooooood
O000O00000ooooOooooooooood
000000000000000000000Rule6O
Rule7TORules 00 000000000000 O0OOO
taskl 00000000 0ODO makeSchedule O userA
ood0oodOooUoooOooooooooooood
o0o0o0O0o0ooooooooooooooooood
ooo
?- makeSchedule(userA,taskl).

(Query 1)

000000000o0ooooooooooo AoO
000000000000ooon prolog0 000
00000000o0o00oooooooooooog
00000o0ooooooooooooo 100000
OO0O0O0O0000O0U0OoooOooOoO setResult O
ooooO0oOoodoooooooooooooood
o0o0o0O0ooooooOooUooooooooooog
O0oooUooooooooooo()oo 3)ooo
00000 @Oooooo(G)ooooooooooo

user(_). (1)
target (task1). (2)
selected( ). (3)
?-setResult (X,taskl). (4)

June 2006
X = userB; (5)
X = userC; (6)
X = userA 40
yes (8)

5. Jo0ooooaoo

0000000000 00000O0ooO RBACOO
goboooooooobooooooooboooobod
goboooooooooooooooooooooa
0o00000o0o00o0oooo0no RBACOOO
gobooooooooboooooooooooooo
goboooooooobooooooouooooboooo
goboooooooooooobooooooooboooo
gboooobooooooooooooooooooboo
0000o00o0oo0oO0oORBACOODOOOOOOO
goboooooooooooboooobooboooboooo
goboooooobooooooobooooooboobooo
gbobooooooooooboooooooooood
gobooooooooooooooooooboood
gbooobooooooboooooooooooobod
gboooboboooooobooooboooooooooo
goboooOooooooboooooooooooo
gobooooooooooocooooooooooo
gooooOoOooooooocoboooooooooboo
gbobooOoooooooooooooooooboooo
goooooooooooooooooooobonoo
goooooooooooobooobooooobono
gboooooooooooooobocoooooood
gooooooooooooooooooooood
gboooooboooooboo

3bobobobotbooooooooooooboooon
goooooooooooooooooooooooo
(1) 0D0OO0OO0OOUOOODOOOOUODOUODOO

oboboobooooooooboobooocoooo
goboooooobooooboooon
(2) DODODODOODODOOOOOOOOOOOOO

~@ Ggent Role DB|
s s
\ (D<id, passed, thiRIFH>
Context

@<role>

@Roles

" — St
@xticket{role)> \ Y<ticket{role)>~ " ed
& user Objects

03 0OoOoooo
Fig.3 System architecture.




Vol. 47 No. 6

ooooobooocooooooobooooooo
jdjddddddodooodoooooooooao
(3) DO0OO0OOODOUOOUUODOOOODOUODOO
gbobooooooobooooooooo
(4) DOOOOODOOUOOODOOOOOOOOOOO
oobooooooooooooo
(5) ODO0OODDOOODODOODOUOOODODOOODOD
jddddooooooooooooooooao
gooooboooodoooooooooooooon
goooooooooobooooooboooooobon
ooboobooocoooobooooooobooOooooo
goooobooooooooooobooooooooo
ooooooocoooooooooobooooooon
gooooooooooboooooooooobo 10
goooboooooooobooboooonoooon
goooboboooooooooooboooooooo

gooooooooooboooooboobooooooo

gooooboooooooooooooooooooon
goooboooooooobooobooooooooon
goooooood

6. DOOOOOOO

goboooooooooooooboooooooo

0 GiuriD OO0 Role Template ¥ 00000000

O0o00o00oo0o0oOo0ooooooooooooo
0000000o0o0oO0oU0oOooooooooooo
0000000000o00oOo0oooOoooOoooo
000000o0o0oo0oo0oooooooooo
O000GuiO0000000000000000
O000oO00ooo0ooooooooooooooo
O00o0o0ooOo0ooOoooooooooooooo
O00o0o0o0o0o0ooOoooooooOooooooo
Ooooooooooooo

ZhangO ® OOprolog0 000000000000
O000000000O00O0U0oO0oooOoooooo
0000000o0o0o0o0o0ooooooooooo
0000000o00o0o0ooDO0ooooooooooo
0000000ZhangOOOOOOOO0OOOOOO

goooboooodobooooooobooooooa

gooobobooooboboboooobooooboo
000000 ZhangOOOODOOODOOODOOOO
goooboobooooboobooboooooboo
obobooooobooo

Convington 0000000 RBACO role0 00O
0 subject 0 0 0 0 O Oobject O environment 0 00
gooooooooobooboooooobooboog

00000D0O00000o0o0o0o0O0 RBACOOOOOOO 1939

O000O000O0oOoooo'*Yoooooooooon
000000000000000000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
000000D00000000000000
000000000 00000000000000
000000000000000000000000
00D000D0000000000000000000
000000000000000000000000
0000000000000000000000000
000000000000000000000000
0000000 WebODODOOOODDOOOODOD
000000000 APIODOOOOOO

g o o o

1) Ferraiolo, D.F., Barkly, J.F. and Kuhn, D.R.:
A role based access control model and refer-
ence implementation within a corporate inter-
net, ACM Trans. Information Systems Security,
Vol.2, No.1, pp.34-64 (1999).

2) Joshi, J.B.D., Aref, W.G., Ghafoor, A. and
Spafford, E.H.: Security models for web-
based applications, Comm. ACM, Vol.44, No.2,
pp.38-44 (2001).

3) Sandhu, R.: Rational for the RBAC96 family
of access control models, Proc. 1st ACM Work-
shop on Role-based Access Control (1996).

4) Sandhu, R., Bhamidipati, V. and Munawer,
O.: The ARBAC97 model for role-based ad-
ministration of roles, ACM Trans. Information
and System Security, Vol.2, No.1, pp.105-135
(1999).

5) Chandramouli, R.: A Framework for Multiple
Authorization Types in a Healthcare Applica-
tion System, 17th Annual Computer Security
Applications Conference (ACSAC) (2001).

6) Ferraiolo, D.F. and Barkley, J.: Specifying and
Managing Role-Based Access Control within
a Corporate Intranet, Proc. 2nd ACM Work-
shop on Role-Based Access Control, pp.77—-82
(1997).

7) Barka, E. and Aandhu, R.: A role-based dele-
gation model and some extensions, Proc. 16th
Annual Computer Security Application Confer-
ence, pp.101-114 (2000).

8) Zhang, L., Ahn, G.-J. and Chu, B.-T.: A
Rule-Based Framework for Role-Based Delega-
tion and Revocation, ACM Trans. Information
and System Security, Vol.6, No.3, pp.404—441



1940 goooooooo

(2003).

9) Sandhu, R.S., Coyne, E.J., Feinstein, H.L.
and Youman, C.E.: Role-Based Access Control
Models, IEEE Computer, Vol.29, No.2, pp.38—
47 (1996).

10) Giuri, L. and Iglio, P.: Role templates for
content-based access control, Proc. 2nd ACM
Workshop on Role Based Access Control,
pp-153-159 (1997).

11) Convington, M., et al.: Securing Context-
Aware Applications Using Environment Roles,
Proc. SACMAT’01, pp.10-20 (2001).

(0D 170 708000)
(00 180 30 2000)

g gooood

19740002004 0000000
gooooooocoooooooon
gbooboooooooooooo
gooooooooooooooo
oooooocoooo2005000
goooboooooooboobooobooooooooo
goooboooooobooboooooobooooooon
goooboooooooooooooooooooon
O00AAAIDACMOOOO

June 2006

00 ooooooo

19710001997 0000000
gooooooooooooooon
gbooogooz2oo0b000000n
gbooobooobOoobDoOo2001
oboooooooooooooo
goooboooooooobobooobooonoooo
Oo0O0000oooOOGRIDODOOOOOOOO
oooooooobooboooboooobooooooDo
20030 000000000000 00OTIAAI20030
gooooooooooo

00 OO0Oooooo

19680 000000000000
oo0ooOoooooooooooo
ooooolgroooooooono
00019940 Stanford 00 O Cen-
ter for the Study of Language and
Informationd CSLIDOOOOO0OOOOOOOOOO
O000oO0o0oo0o0oooooooooooooog
000000000000 0000000000 Ar-
tificial Intelligence Journal 00000000000
O00D00OO0O0O0OO0AAAIOIEEEDOOO200300
000000000 O00000IAAI20030 0000
ooooooog




