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Model Checking Configurations for Tag VLAN

HIDEKI SAKURADA'

Network nodes such as switches, routers, and terminals are usually configured by network
engineers’ hands. Even experienced network engineers sometimes make mistakes that may
cause serious troubles such as packet loss or leakage of credential information to unexpected
third-party. In this paper, we propose a method for verifying configurations of nodes on Eth-
ernet LAN where VLAN-tagging is used. The method is based on model-checking, one of the
most widely used formal verification techniques. It enables us to efficiently verify various prop-
erties about networks. Moreover, it enables us to find possible troubles in case configuration
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mistakes exist. They are useful in fixing the configurations.
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01 20000 VLANOOOOOOUO LAN
Fig.1 A LAN consists of two tag VLANSs.
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Fig.2 An error in configurations of tag VLAN.
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Fig.3 A series of state transitions.
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1 case
2 phase = outgoing:
3 case
4 node = Switchl & port = 1:
5 next(node) = Switch2 & next(port) = 1 & next(tag) = tag & next(phase) = incoming;
6 node = Switchl & port = 2:
7 next(node) = Terml & next(port) = 1 & next(tag) = tag & next(phase) = incoming;
8
9 node = Switch2 & port = 1:
10 next(node) = Switchl & next(port) = 1 & next(tag) = tag & next(phase) = incoming;
11
12 node = Terml & port = 1:
13 next(node) = Switchl & next(port) = 2 & next(tag) = tag & next(phase) = incoming;
14 :
15 TRUE:
16 next(node) = node & next(port) = port & next(tag) = tag & next(phase) = discarded;
17 esac;
18 phase = incoming:
19 case
20 node = Switchl:
21 case
22 port = 1 & tag = 100:
23 next(node) = node & next(port) = 2 & next(tag) = null & next(phase) = outgoing;
24 port = 2 & tag = null:
25 next(node) = node & next(port) = 1 & next(tag) = 100 & next(phase) = outgoing;
26 port = 1 & tag = 200:
27 next(node) = node & next(port) = 3 & next(tag) = null & next(phase) = outgoing;
28 port = 3 & tag = null:
29 next(node) = node & next(port) = 1 & next(tag) = 200 & next(phase) = outgoing;
30 TRUE:
31 next(node) = node & next(port) = port & next(tag) = tag & next(phase) = discarded;
32 esac;
33 .
34 TRUE:
35 next(node) = node & next(port) = port & next(tag) = tag & next(phase) = discarded;
36 esac;
37 phase = discarded:
38 next(node) = node & next(port) = port & next(tag) = tag & next(phase) = phase;
39 esac

04 0O000O0OOOODOO
Fig.4 Logical formula for a set of transition rules.
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Table 1 Data for the topology of a network.
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create vlan "VLAN-A"
create vlan "VLAN-B"

configure vlan "VLAN-A" tag 100
configure vlan "VLAN-A" add port 1 tagged

configure vlan "VLAN-A" add port 2 untagged

configure vlan "VLAN-B" tag 200

© 00 N O TR W N

configure vlan "VLAN-B" add port 1 tagged

=
(e}

configure vlan "VLAN-B" add port 3 untagged

05 00000000DD00D00O0O00000 VLANOOO
Fig.5 A VLAN configuration on a LAN switch product
by Extreme Networks Corp.

vlan database
vlan 100 name VLAN-A
vlan 200 name VLAN-B

interface ethernet 1/1
switchport allowed vlan add 100,200 tagged

0 N O U W N

interface ethernet 1/2
9 switchport allowed vlan add 100 untagged
10 switchport native vlan 100

12  interface ethernet 1/3
13 switchport allowed vlan add 200 untagged
14  switchport native vlan 200

06 0O00000O0DDODOOOOOOO VLANOOO
Fig.6 A VLAN configuration on a LAN switch product
by SMC Networks Corp.
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-- specification
'EF node = Term3
is false
-- as demonstrated by the following
execution sequence
Trace Description: CTL Counterexample
Trace Type: Counterexample
-> State: 1.1 <-
node = Terml
port =1
tag = null
phase = outgoing
-> State: 1.2 <-
node = Switchl
port = 2
phase = incoming
-> State: 1.3 <-
port =1
tag = 100
phase = outgoing
-> State: 1.4 <-
node = Switch2
phase = incoming
-> State: 1.5 <-
port = 2
tag = null
phase = outgoing
-> State: 1.6 <-
node = Term3
port =1
phase = incoming

07 0O

Fig.7 A counterexample.
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Fig.8 Time consumed by verification of unreachability.
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