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On Designing and Implementation of VPN Architecture
Enabling User’s Multiple Association

OsaMU HONDA,t YOSHIHIRO HARA,t* HIROYUKI OHSAKI,t
MAKOTO IMASE,t MASAHIRO MARUYOSHIt
and KAZUHIRO MATSUDA

Recent development of network technologies enables network communications among vari-
ous social organizations and enables various social organizations to be virtualized in networks.
We named the mass of virtual organizations “Cybersociety”. A “person” in the cyber-society
needs to establish communication associations with multiple virtual organizations with ade-
quate security. Therefore, we believe that VPN service is applicable to realize Cybersociety
because of its security. In this paper, we propose VPN architecture where a single user’s host
can be simultaneously associated with multiple VPNs corresponding to virtual organizations.
Furthermore, we implement a prototype system to show feasibility of our VPN architecture.
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Table 1 Definition of terms.
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Table 2 Quantitative evaluation of scalability.
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Table 3 Evaluation criteria for MAVPN architectures.
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Fig.4 Logical network structure of our prototype system.
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Fig.5 Physical network structure for evaluations.

goood
gooooooobOo0o0o0o000oo0 VvePNDODO
oo0oooooveNOOOOOOOOOOODO
goooooooDOO0O00000 veNODO
00000000 VLANOOOODoOOooooo
ooo
(2)VPNOOOODOOOUODOOOOODOOOO
veNOOOOOOOOOODODOODOOOOOO
gooooobooooveNODOOOODOOO
(3)0U0o0oo0oUooOooOooOoUoDOon
oo
vPPNOOOOOOOVPNOOOOOOOOOO
OIlpO0000COCOOOOO IEEE 802.1 q
gbooooboooooocoooboooooooon
(4000000 VPNOODOOODODOOOOOO
ooo
gooooooooooO0OO0Ooo veNODODO
ojooooooOoooo/ooooooooo
oveNOODOOOOOOODDO
ooooooooooooboooobooodn so
goooooo
gooooboooooooooooo 2000000
00000000 10 MAVPNOOOOOO 1000
1000 2000000000000 20 MAVPN
ooooOo0 2000 3000000000VPNO
IEEE 802.1Q VLANOOUOOOOOODOO 10 vpn2
000000 VPNOVLANIDO 2000000 20
vpn3 000000 VPNOVLAN ID O 30000
goooooooo vePNOOOOODOOOODDO
goboobooobobovpn20O00000000O00OO
0 192.168.2.0000vpn30doOonOOOOOOOO
192.168.3.00 000000000 10000 200
00000 DHCPOOOO WWWOOOOOOO
oooo
goooooboooboooooobobb 1000 200
goos3ooooooooobobobobooooon 40
000000000000 0user1 000 100user2
000 200wser3 000 300000000000

04 0D0O00000OODDOODODOOOOOOOOO
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Fig.6 Logical network structure for evaluations.
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Table 5 Static routing table of Host 1 associated multi

VPNs.
Destination Gateway Genmask Iface
192.168.3.0 * 255.255.255.0 | eth0.3
192.168.2.0 * 255.255.255.0 | eth0.2
192.168.0.0 * 255.255.255.0 ethO
default 192.168.3.1 0.0.0.0 eth0.3
default 192.168.2.1 0.0.0.0 eth0.2

[JNAVPN Glient page. [ifost 3 %

VPN 2

Dore

08 00100 vpn2O000000O
Fig.8 Access from Host 1 to vpn2.
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