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Hiding Program Code Using Virtual Machine Monitor

Abstract: Commercial softwares contain a large amount of technologies. Software vendor may want to hide
these techniques from malicious users so that protect software patents. There are many obfuscation tech-
niques to interfere with code analyzing from malicious user. However, the obfuscation techniques are weak
because of malicious users can even analyze the obfuscated source code using the static analyzing technique.
Nowadays, we have to consider more complicated countermeasure techniques against malicious users. In this
paper, we proposed a system allows us to run program codes with hiding these codes from end-users using
Virtual Machine Monitor (VMM). In our system, if programmers instruct our complier program functions to
hide, the complier extracts these functions and then insert into VMM. The rest of codes insert into Virtual
Machine (VM) When the hiding function is called from VM, VMM detects the calling and then execute the
hiding function as a result VMM returns the result of the code into the VM. Although malicious users try to
obtain the hidden function code, they cannot get the code because of VM and VMM is completely isolated
In our system, the hiding function calling generates context switches between VM and VMM as a result the
system may suffer from the overhead.
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Fig. 1 Use case of the proposed system
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%1 = alloca i32%, align 8

store i132% Yp, i32*x 1, align 8
%2 = load i32%* %1, align 8
store 132 42, i32% %2, align 4
ret void

X3 7v7ffiARO LLVM IR
Fig. 3 LLVM IR before inserting the hook

%1 = alloca i32%, align 8

store i132% Yp, i32*x %1, align 8, !exclude !0

%2 = load i32** %1, align 8, l!exclude !0

J%varPtr = bitcast i32* %2 to i8*

%resultPtr = call i8* @__trans_memory__(i8%* %varPtr)
%castPtr = bitcast i8+% YresultPtr to i32%

store 132 42, i32* YcastPtr, align 4

ret void

K44 7v7#iA%O LLVM IR
Fig. 4 LLVM IR after inserting the hook
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Fig. 5 Processing time of a checksum calculation program

(1) FA b+ OS ECHEHET 77 0 2FEfTLILE

(2) 7 A+ OS ETIRE AT L% HHLRWTT0 s 7
LEFTLILE

(3) YA+ OS ETRE AT LZHHL T u s 74%
EfFL L E

KB DT =232 CRC2F =y 7Y LDEtE%E
10 MfTV, ZNZFNONRIRRZFE L 72 b D% Z Dk
oM & L7, BRI OMEREEZR 5 12R7.
M5 %0, RESATLEZHHLZEEIERH L ZVgGE
IZHEARTH 130 5% K DD 2o 72 2 E3b o 7z,
F72, FALFOS ETHITLALLEEXIDBTS A0S BT
RS AT LEMHEHAL 2WTET L2 L &0 DIER
DEODY, ZHUEFA S OS ETHW WA v 7S
DZEDAVTXFARRAL v FIZICE 2D DTH % RENE
MNH 5.

F ==~y F2EL 28R ZTARD DI, RES R
T LELITD 4 212430 T2 NFNOMBRRT 2 JE L 72
(1) VM Exit  QEMU O % EDFEv> v E=F D

yunil
(2) kAL R EIB D FEA TR D PR
(3) EALN REIE D FEATALER
(4) ARV T 7R AICK > THAEL LT F L ADLEGILR
ZNZE NN OMER K ZE 6 123, K6 XD,
F—=N— Ny FORELIFIABY TP 7L RAICE>THREL
L7 FLADEBMBIC X 26D THE Z bbbk,
FEIHEHA L2707 5L TIFIAKBDOFT—F IR LT
CRC32 F =y 7H LzitR T 5740121381927 FL
ABD NI T2, 1RO 7 F L AL DD 5 R 1Z
#10.35[us] THB. 7 FLADEMPILD F — =~y F
BREOERIZ, RBES AT LE7 FL2OEHERD
XFrovahElZLTEST, BEKVM D ioctl DI
CHLEZIZHEI Ay TFRMRAAL v F2RET LD
tEZoNS,
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Fig. 6 Breakdown of processing time consumed by the pro-

posed system

5.2 mruby Ic & 2EER

RE AT L Z2FEMNR 777 MEAT 26 & L
T, mruby [10] I%f L TRES A T L 2w § % Elifz
fTo7:. mruby &1x7°'0 75 v 7S5k Ruby D%
¥TdhD, Ruby 1.9 DL & Bk H 5. ZDFEEET
X, 7487y FEINEFHHET S 70/ 7 L% Ruby Cil
WBL, mruby ECETLA. 748 Fy FEINDFE 30 H
DOFHBEA 5.1 iR L7z 3 DDIREEIC BT 10 [ 24T
vV, ZNZFNONRIRHZ L 72 b D% Z DIRBEDILHE
Rl & L7z, £72, mruby N 32bit BEE D IR %
119 BB B R BIs s LTI b il L 2. 22 ho
WEERER DR ERER 2R 7SR T, M7 XD, RES X
T LR LG A M L 2 WS R T 170 £5%
DR Do 72 2 EBbrotz, 5 1HOERLD D
F ==~y B ARL DL, 32bit Bz k3 2 i
HOMPLD 7= NITHRE S AT LI X 2B DFEfTHFE L
TWw3 IR, FEHEREENT 2720ICAEY T 7R A
PHEL TR IENREREEZEZONS., 74 8-y FHK
GaGtET 5 70 75 L DFEFTTIETBEALN REIEDIF O
HENZBEEDBD TEDP 2T lcdF —N—~y FPKE
o teds, XOBENLE 7T 7T LTI mE TR
PPN E N HEIZT 5 L7, A==~ FiZ
ZZETREL SRV ETHINS,

6. BAEMARE

6.1 HyperCensor

A & D HyperCensor [11] 1, OS A —F VD%
MWET 2okl ey ZHHL T3, Hyper-
Censor Tl3, 0S8 4 — 3 VADORELS R % Rt o
TH 2 hlt MATHEESRZ, hlt MHOFETEHEe v
E=YTEIy 7T 5. KieyvEZSNTIE, WEL
WNREADL v INVATy TERITZTG, fiRzeif~s
VICRT T ETHEMNMZFEBL T3,

Atggir kv v ey 2T 5 L) RICBWVT
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Fig. 7 Processing time of a program that calculates a Fibonacci

number on mruby

FHE—TH 225, 2—VEMTHETSZ 7177 L%
THEAZTR SR E, MELOM S %2 BIEHEMIZT 5
Z LB a— FORNLFETE2FEHL TV 3
MIZBWTHEEL S,

6.2 Web API

Web APL (37 7"V 77— a2 vHs Web #—E R L%
TF97-0Df vy —72—ATHY, Web API Z2EHT 3
7= DIEMN 2Bl & LT SOAP % REST 7236 5. Web
APL IZ AN ZZ I 2Nz micB %2R TEE2 - C
B, Web APT IZBISCARM E £ Z 52 8 TE S, Fi,
BRI 22 NER2EE) 2 ABH L 20 W R D ERINEIT 23 A 1T RE T &
5. koT, Web APT & BIBUENL COMELATIRET &
2EEZDIENTES, Web API DIFOVH LIS I3 BI%KL
ROV LIS EERTIRE I R WIS 5 L 2L N5 7
b, BOBELPOHT I a—Ar —AI3#I 5\, £
72, Web ¥ —ERM» &7 7)) r—rarvoXey 2EE
TIRATHILIZTER,

FREDIEALAIE, Web 253 [ 3 % D2 & RPC [12] &
LCAL M E T/, RPC I, =D St 4
5 FheE WO T L2 ARRICT (A TH 5. RPC
ZHATIUE, Web APT E[H U <, BEAML 2 WLIEE
I—FroRTIENHETHS. Lo L, RPC ZHH
L CTH Web API & [ABRORIENA L 5.

AW SABEAL DM S DSBIBHALTH % &I IcE
WTIE—TH 22, AMFREHEVIELERHET X9 7%
2—RAT —ATHHENLEFETE2THIELDBTES, £
7o, BA V8 ZREH U CHEALNRBIED & AR O 2
BVIXT 7R ATE LD, PIZIEG0TF—4% 7% £ %2ER
DT LIRS RSN Tk ) Z L 35RETH 2 15
WCBWTHEL L, A==~y FIZBWLTH, RER
T AN N H B EEZ NS,
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6.3 Privtrans

Brumley & @ Privtrans [13] 3R 7 #H D70 lc 71
7o L% 2D, BHWE RPC 2/ L il
SETHESE TS, g#liE CEFEDOY —Ra—Fz%
AT L CEEZMZ 2 2 ETHEBLTWwS, 2—HIF,
__attribute((priv))__TRINLWENMZI T 2)E
Mz BIEe 70 — SOVEBISAING 5 2 & T2 — I
[RTEIESE 2 7077 0bERA—2—2—FHERTHEZ
WEH70 7700 HTHIENTES., —L2—Yhro
A=R=—2—=HFD7UR T 7 L% 05 LIFTERVDT,
— ML — I L B EIENTII AT RECTH B, koT, —fif
2 —FITx S 2 B O MEL S TIRECTH 5 £ E X B
EWTES, F7-, Privtrans TIXRMHEY YV — RT3
RV —ZFHETE DD, KA TIEZD X I g5
BLTwuiw, LarLl, AFETIEA— =2 —%THT
INBZ7TRTITLICEVTHI—FZ2MET S L25T
E5.

6.4 SecureQEMU

William 5 @ SecureQEMU [14] 137 7V r—2a v a—
R DOfiEtr 28 Cleo il st zH L Ts h, QEMU %
RS 5 L TeiigfLca—FE2 20 ¥ QEMU kT
FITTHILEDVHHETH S, F, EEDOD D2 —Y DM
FLE e a— FEMHT L CNORIi 252 2 L TE
UMD S 5 DT, SecureQEMU 2317 9 ALER 13 #EFi (L
D—HEEEZDILVBTES,

AN R 7 70 r —> a2 T 2 RICE W T
—TbH 20, KWEIIENENT 2B LT 57012, 12—
DD T ENTE 2 DIIMEALTREIB OO L 8D 2
ThHdEVIRITEBWTEER S,

7. REDHESGRDOFRE

Afgecid, BT 7Yy —>varyoa—F%
BT 2 AT LDREEEELRITo, F-, BE
VAT L% CRCR Fry 7Y L%iitET 570709
mruby IR L CGEAL, F— "=~y F2HIEL L, HE
DFERE LT, mARTWIT0 5D A — S—~y P34
BIEbipot, REL, ZO4—"—~y FiZBEL
KRB D EITHEER SR OEBRTIRIET ICEP 72 L
WK&2b5DTHD, KOVBHENLE 0TI LTIEA—"—
A~y Rk /NS 2 L3 PRIENS,

SHOBEE LT, A==~y FOHIEPAEY 7 F
L ADEWICE T B 5iA/EEOXANC & 2RO 2
EBRgIFons, A— =~y FOHEIZOWTIX, 4 —
N~y PRI TXFAMAL v F 7 FL ALY
THBEEZOLNDZDT, AaVFFALAAL v FE2FESR
VHRWEDIZT FLAEEZ QEMU A TRM(EI TS LW
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IR, TLBDX I %7 FLAEHFX v vy 2 2HAT
BEVINMENEZSND, Flhiis/FHEOXAITOW
TiE, BHRETREBENROBE 7 FLRAZ I oHtE
NHDOPHEPNDLDDEXAL TR0, ik /HEHk
ICTELR=VTHROVET IR RAERIZEDZR=Y 7 3L
FFEET B, MEIREABOAFIZEFETE 20T,
INDOEITENIZMBEDBA T ZHLOPEL DM
WTOEREZ 7 FLAEHOBICHIT % X 9 134,
ERUZ2HIRIZ R k2 EEZ6NS,

BEE AWFZEE JSPS BHIFZ 26330080 DB % 321 T
W35,
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