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Page Cache Encryption for Protecting Android Devices against Theft
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Abstract: Since Android devices such as smartphones and tablets are at high risk of theft, they prevent
information leakage from disks by disk encryption in case of device theft. However, in recent years, cold
boot attacks have been reported and information leakage from memory is being a major problem. Since the
Android operating system maintains data on disks in memory as the page cache, data on the page cache can
be stolen by cold boot attacks even if disks are encrypted. In this paper, we propose a system called Cache-
Crypt for preventing information leakage in case of device theft by encrypting the page cache in memory.
Cache-Crypt encrypts the page cache, e.g., when the operating system reads the operating system reads files
on disk. The operating system decrypts the page cache only when apps access files, and encrypts it again
when the acces is done. Cache-Crypt can limit to the range of information leakage only to the page cache
being accessed. We have implemented Cache-Crypt in the Android operating system and confirmed that it
could prevent information leakage from the page cache.
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ATILEERENT R 2BHETEI LN TERLLR
5. Cache-Crypt TlER—YF vy ¥aziEsbtL T3
728, ATV TTIREINER=VIESIFEATHS.

Cryptkeeper [9] 1V 7 bV = 7T K 51556 %217 5 A8
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AEYI X —VUYTH5. Cryptkeeper I A E Y Z/NE 7
T—Fv Ty b EENUANOES IS, BE RS
T5. BEfbanzR=VET7 A E Iz h, Tk
AINTR=U T x =)V NBRELUZRIZESI NS, I
FEINLWR-VBHB ERZBER 5541213, TOHT
BANCES I N R=UDEE{E NS, Cryptkeeper 1,
THLADAEY DAEESL, H—FIVDRAEYIIH
FUAaWED, R=YFrvral@ifsInin.
7o, BEHIEAEY Riz@Ed»h, I—)V N7 — MR
PIFHLN TR,

Lacuna [2] &, 774 RX—=hkvvaryT7 7V 7r—
YavEFITL, vy varhikbs L ETIZETEET
DAEY ZHEETBEYATLTHS. Lacuna ld, 7ot
ARBEEDPHIBR XN VM ET7 7V r—> 3 v a7
T5. AT NA ALIET T = AT IVF v FOVREH TG
INb. N—=FNDzT7Fr 2V EAVEEEIET AN OS
DFNA A F\541§75§IET§77%Z7\ L, QEMU ML=
L—2a v 358K A N OSNERES T — X2
Té.gﬂhib,77u7—ya/®%T%Lﬁ£?&
ET—RPEHET DHIPHZRET 5.

Vanish [5] X CleanOS [14] l&—/ERf[#l7z D L BE T — X

BELLT, BEIZHVEREE A Y2 — 2y b EITK
3 5. CleanOS [14] IF Android OS Z#Lik L, SDO &
XD Java A 7V 2 MBS T — X 2H&$ 5.
HD GC ZH\WT SDO O 7 — X BHEIZ b T\5Hh
ES3nEHEL, Fbh T s{bL Tz s o

IS B, 2Dz, v b —ZIZERI T
WKL SDO 21551k 9 5 £ CORHZES LD, HE

FHEMARICRE S E D TALELRH D, HREHEOHE
BRME AN S
7. FED

AFETIE, R=VYFyrvPazrlEE5{bdsI LT An-
droid Wi K DBHRFIZE VW T HIFRIFHEZHES T AT A
Cache-Crypt 225 U 7z. Cache-Crypt Tl%, OS 2°F «
ATDT—RuemIhEETIRIEOSNEGR—TUF vy
VaEEEELL, TTUNRT IR AT EEIZEITEET 5.
ZHUZ &Y, 3= KT — PRBIZ LB IHRFHONR%Z
TTVINT 7R AFDR=TF vy ¥ alZRET S &
TE 5. IEELIZAV 5 1E5#I1E ARMORED OFi%E% A
WT CPU LY ARIZKMNT B Z & Ta—)L K7 — h
P ofR#ET 5. Cache-Crypt % Android OS (5L, A

EY EOR=—IYF v v VaPEESINTVDE Z L 2R
U7z, o8I, 7711V DHAEEZIZHIT S Cache-Crypt
DA =N~y NG 705 /% W5 512 10 % e
ThHhHI 2R L.

BUEDFEETIE, W5 HRICfi% % XOR 2HWTW5
7, 511% AES ’i’ﬂﬂb\f Cache-Crypt 2% L, A —
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N~y REHES S, 72, BIfEDO L Z 5, Cache-Crypt
ETNT 4 AV WESALDHEEZITZ TV Wz, K5k
T A A DRiAEEOBRIZFE UK S HRZ2HWTHARW.
Cache-Crypt & 7T 14 A7 WEE(LIZA UKBEESARE L O
A UHES#% HWTT « A2 OfisE & OO S0 L i
FEDOREZES T2 & &2 EHT, Cache-Crypt DA —N
~y ROHIEE T2 Z VN5 HBOBETH 5.
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