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Study on Architecture and Cost Estimates for
SHA-1 Attacking Hardware

AKASHI SATOH!

The cryptanalysis of hash functions has advanced rapidly, and many hash functions have
been broken one after another. The most popular hash function SHA-1 has not been broken
yet, but the new collision search techniques proposed by Wang et al. reduced the computa-
tional complexity down to 269, which is greatly lower than the 280 operations needed for a
birthday attack, however it is still very large even for today’s supercomputers. Therefore,
we proposed a hardware architecture to break SHA-1, evaluated speed, area, and power con-
sumption of the architecture by using a 0.13-um CMOS standard cell library, and estimated
cost and time for the attack. A $10 million budget can build a custom hardware system
that would consist of 303 personal computers with 16 circuit boards each, in which 32 SHA-
1-breaking LSIs are mounted. Each LSI has 64 SHA-1 cores that can run in parallel. This
system would find a real collision in 138 days. Wang et al. reported recently that the compu-
tational complexity can be reduced down to 263. Details are not published yet, but almost
the same method with the 269 complexity seems to be applied to a more efficient path that
produces collisions. Therefore, if the improved method implemented on the SHA-1 attacking
hardware, SHA-1 can be broken with a $1 million budget in 22 days.

1. 0oodoanb

oooooobooooooooboooooooooo
gooooooooooooooobooboooooo
gooobooooooooooooooooooon
udoooboocoooboooooobooOooooo
goooooooooooooobooobooooooo
O0000O0One-wayness OO0 O0O0OOO0OO0OO0O
Oo00O00000O000000000000 Collision

fO000ooo0o0ooooooooooooooD
Tokyo Research Laboratory, IBM Japan Ltd.

2182

Resistance0 000000000000 O0OOOOO
00000000000 nO0D000OO0O0OODOOOO
10000000000000000 2¥200000
0000000000Y0000 Birthday Attack O
godoooooOdoOoooooooooooooo
O00D00o0ooooDoOooooooooooood
000oooooooooo'e2g
00000000000 NISTO National Institute
of Standards and Technology O 199300 16000
00000000 SHAD Secure Hash AlgorithmO0 O
FIPSO Federal Information Processing Standard[]
180 000000000000 Rivest O 1990 O



Vol. 47 No. 7 SHA-1O0OOOODODOOOOO0O0O00000o0o000oooooooo 2183
01 000ooooooo
Table 1 Summary of Hash Function.
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SHA-384/512 384/512 bit 64 bitx 16 80 2002
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Fig.1 Message compression function of SHA-0/-1.
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Table 2 A 6-step Local Collision for SHA-0.
Step AW Aa Ab Ac Ad Ae oo
i 27 27 NC (No Carry)
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Table 3 Disturbance vectors with low Hamming Weights (HW) for SHA-1.
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10 0 0 30 0 0 50 0 0 70 | 10 1
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Table 4 Differential path for SHA-1 Near Collision.
A .
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Table 5 Message differentials for Local Collisions traced from disturbance vector.
Disturbance goooooOo AW,
Vector AW _5 | AW _4 | AW _3 | AW _ o | AW _1 | AWy AW, AWo AWs3 AWy AWs5
z_5 | 80000000 | 23! 24 231 229 229 229
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z_3 0 0 0 0 0 0 0
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T4 1 20 25
x5 0 0
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summation for 21 20 25 24 229 25 | ot 90 228 96 | 928 96 | 928 95
AW, 28 2! 24 2t 20| ot
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Table 6 Conditions on chaining variable a; for differential path of SHA-1.
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Table 7 Hardware performance of SHA-1 core using a 0.13 um CMOS standard cell library.
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