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Development of Secure Routing Mechanism
for the Mobile Ad-hoc Network OLSR

YASUKO FUKUZAWA 1t SHUICHI ISHIDA,t ERIKO ANDOf
and TsuToMU MATSUMOTOf

A Mobile Ad-hoc Network (MANET) is a collection of devices, such as PDAs, mobile
phones, portable computers, etc., equipped with wireless communications and networking ca-
pability. Such mobile nodes can communicate with other nodes, either within their radio range
by direct transmission, or outside their radio range, using intermediate nodes for packet re-
laying process. In this paper we propose security mechanism for the Optimized Linking State
Routing, which is one example of a proactive routing protocol for MANET. Our main ap-
proach is based on mutual authentication with direct communicate nodes to connect network,
and checking of the integrity of control message for securing the network. In particular, all
nodes can share a shared key in the process of secure routing control. This mechanism reduces
by more than 20% the authentication process accompanying terminal movement.
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Table 2 Comparison of security countermeasure for
OLSR.
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Table 3 Data for security functions.
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Fig.2 Network topology.
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Fig.3 Cost of authentication process.
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