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Method for Network Switching to Support Investigation of Malware
with SDN

ICHIRO KURIMA ! SATOSHI KAI'™
TAKEYASU KISHIRO™ YOSHIAKI ISOBE

On security incident response, isolation of malware infected client and investigation of the damage situation of malware activity
are needed. However, it is difficult to carry out them at the same time, when the malware has function to detect change of
network state and change activity. In this paper, we propose the method to isolate malware infected client avoiding being detected
by malware by changing network timely and partly using SDN (Software Defined Networking). We evaluated basic functions of
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prototype and found one required condition.
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Figure 1 Selective Route Switching
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Figure 2 Network Configuration
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Figure 4 Translation of Connection State
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Figure 8 Network Configuration of Evaluation Environment
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Table 1 Platform
Maker Hitachi
Model HA8000-bd/BD10
CPU Intel Core(TM) i5 2.40GHz
Memory 8GB
Hyper Visor VMware ESXi 5.0.0
#2 A~V URE
Table 2 VM configuration

VM-OFC Allocated Memory 1GB

(0N Ubuntu 12.10 32bit

IP address 192.168.0.6
VM-OFS Allocated Memory IGB

(6N Ubuntu 13.10 32bit

IP address (eth0) 192.168.0.4
VM-CI1 Allocated Memory 1GB

(0N Ubuntu 13.10 32bit

IP address 192.168.0.3

MAC address 00:0¢:29:bb:57:b8
VM-Svl Allocated Memory 1GB

(6N Ubuntu 13.10 32bit

IP address 192.168.0.5

MAC address 00:0¢:29:50:¢8:11
VM-Dsl1 Allocated Memory IGB

(6N Ubuntu 13.10 32bit

IP address 192.168.0.5

MAC address 00:0¢:29:86:7c:c4
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Mmolz., O, HEEjT— % & &L, VE—
ANTELTIRDES LORE LT,

Xy NT—=J YV RBEZOFIET, A v FICEZDHE
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Table 3 Switch Configuration (at normal time)
Matching Rules Actins Priority
In_Port: ethl Send Out Port: eth2 0
In_Port: eth2 Send Out Port: ethl 0

£ 4 Xy MUV—7UI0EZE IRF) AA v FRE

Table 4 Switch Configuration (at incident response)

Vo0l.2014-CSEC-66 No.18
Vo0l.2014-SPT-10 No.18
2014/7/3
VM-Svl B3EX TN VM-Dsl D IP 7 R L Z|Z55 T, A m— R
ICRAGHEA 2 EEIAAT UDP X7y F &R LT L
7=. ZDt%, VM-OVC 75 VM-OVS IZx v hU—274]D
BT EEEL, VM-Cll »OEESNEIP X7y b D
HJeAR— K % eth2, eth3 DRI TEE$5Z & T, UDP /¥
o FAEL YEE VM-Svl, VM-Dsl O THIY #x 7=,
VM-Svl, VM-Dsl CT&A{g L7237 v DO~ n— NZEX
IAEN TV D RERL &, VM-OVC TV B 2 54 % %505
Lo A b L, G910 B R EEN O EREICAA v F
MRS D TORBZFH L7 (N=10).
FERZLLTIORT.

x5 Ry MT—7 YRR PR
Table 5 Switch Configuration Setting Times

Destination | Destination | Average of | Standard
(Before) (After) Switching Deviation of
Time [ms] Switching Time
[ms]
VM-Svl VM-Dsl 1.45 2.27
VM-Dsl VM-Svl 1.95 1.17

Matching Rules Actions Priority
in_port: ethl Send Out Port: eth2 0
in_Port: eth2 Send Out Port: ethl 0
In_Port: ethl Modify 10
DI type: 0x0800 dl_dst: 00:0¢:29:86:7c:c4
Nw_src: 192.168.0.3 | Send Out Port: eth3

Nw_dst: 192.168.0.5

In_Port: eth3 Modify 10
DI type: 0x0800 dl_src: 00:0c:29:50:c8:11
Nw_src: 192.168.0.5 | Send Out Port: ethl

Nw_dst: 192.168.0.3
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Figure 9 Measuring Switch Configuration Setting Times
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