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A Method to Visualize the Result of Malware Dynamic Analysis

YUJI HOSHIZAWA™  MASAKI KAMIZONO 23

Using malware dynamic analysis, we can easily confirm various information about the malware behavior in a short time by logs
or reports. However, although a large amount of information enables us to take hold of the detailed behavior of malware, there
are possibilities that we cannot fully understand the analysis results or overlook the important behavior in the absence of
specialized knowledge or experience. The reason is the analysis result is nothing but a list of calling record and not readable, in
addition to the amount of information is too much. In this paper, we propose a method to visualize the result of malware dynamic
analysis. The proposed method shows the parentage of process related to malware and API calling of each process
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chronologically.
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Cuckoo Sandbox TIlX, A X K% registry, filesystem,
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"processtree”: [
{
"parent_id": 1724,
"pid": 1920,
"children": [
{
"parent_id": 1920,
"pid": 1452,
"children": [
{
"parent_id": 1452,
"pid": 1644,
"children": [
{
- hEg - - -

L
"name": "svchosts32.exe

1
"name":
"0ab856b12055aae9c28cda03f5ad910a4e1d70f7.exe"
}
1

"name":
"0ab856b12055aae9¢28cda03f5ad910a4e1d70f7.exe"

}

"calls": [
{

"category": "process”,

"status": true,

"return": "0x00000001",

"timestamp": "2014-05-29 07:32:04,837",

"thread_id": "1420",

"repeated": 0,

"api": "VirtualProtectEx",

"arguments": [

{

“name": "Protection”,
“value": "0x00000040"

"name": "ProcessHandle",
"value": "Oxfffffff"

"name": "Address",
"value": "0x0040a168"

"name": "Size",
"value": "0x000151f6"
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"enhanced": [
{
"timestamp": "2014-05-29 07:32:05,218",
"object": "file",
"data": {
"file":
"C:¥¥DOCUME~ 1¥¥ADMINI~ 1¥¥LOCALS~ 1¥¥Temp¥¥0abh856b1205
5aae9c28cda03f5ad910ad4e1d70f7.exe"
1
"event": "execute",
"eid": 1
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(3) VirusTotal
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"network": {
"udp": [
{
"dport": 138,
"src": "192.168.56.101",
"dst": "192.168.56.255",
“sport": 138
1
PR -
l
"irc": [1,
"http": [,
"smtp": ],
"tep": [
{
"dport": 41119,
"src": "192.168.56.101",
"dst": "192.168.56.1",
“sport": 8000
1

"virustotal": {

"scan_id":
"7¢90e90d60371782238d4ed0b3ee90741724c26adecd4b66abal5ale
a8ddfb0b9-1341833267",

"sha1": "0ab856b12055aae9¢28cda03f5ad910a4e1d70f7",

- hEg - - -

"positives": 37,

"total": 41,

"md5": "defc586fbd422d466a6bab7dfec48517",
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1) Anubis - Malware Analysis for Unknown Binaries
https://anubis.iseclab.org

2) ThreatExpert

http://www.threatexpert.com

3) Cuckoo Sandbox: Automated Malware Analysis
http://www.cuckoosandbox.org/




