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Improvement of the SSH password cracking attacks detection system

Tomova KoToNeE! Naomi NakamoTo?™ Koust SHiMIZU? MINORU IKEBE? KAZUYUKI YOSHIDAS

Abstract: There are many malicious attacks in the Internet. In patricular, we found many illegal access
penetrates into SSH servers. Incidents of illegal access are increasing every year. We have been develop-
ing a SSH Password Cracking Attack Detection system called SCRAD. We were confirmed many password
cracking attacks to the SSH servers by our system. But, we found some false negative. Because the packet
count per connection was more than current threshold slightly. So, we investigated the packet data. And
we improved new threshold and examined validity of new threshold. As a result, new threshold was able to
detect attacker that was not able to detect in previous system. However, we found some false positive.
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04 0000000 SSHOOOOOOOOOOO

$ ssh test@133.37.*.*

Password:

Password:

Password:
test@133.37.*.*'s password:
Permission denied, please try again.
test@133.37.*.*'s password:
Permission denied, please try again.
test@133.37.*.*'s password:

Received disconnect from 133.37.*.*

: 2: Too many authentication failures for test
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