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Broadcast Encryption with Sender Authentication and its Application

Fumiaki KANAZAWA," TAKESHI OKAMOTO,? ATSUO INOMATATt
and E1J1 OKAMOTOft

Broadcast Encryption allows a sender to distribute digital data securely and efficiently,
through a broadcast channel to selected users. This technology enables us to distribute dig-
ital contents such as pay-TV. In our scheme, a sender encrypts data using his private key.
This allows the receiver to authenticate the sender and the message. Furthermore, we con-
sider the efficient signature scheme combining both functions of 1-out-of-n signatures and

designated-verifier signatures.
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Table 2 Performance of proposed broadcast encryption scheme.
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Table 3 Performance of proposed signature scheme.
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