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Abstract: This paper discusses forward secrecy functionality, which has come into the spotlight due to a
series of news reports regarding theNSA. SSL/TLS server support for forward secrecy was introduced at
major sites such as SNS at the end of last year, so servers enabling forward secrecy are increasing. This
paper shows SSL/TLS servers status survey about enabling forward secrecy by crawling with SSLyze 0.8.
And this paper treats new Heartbleed bug of OpenSSL, released in the early hours of April 8, 2014 Japan
time and reports preliminary results of observation for one week for changes in server configuration before
and after publication of this bug.
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SSL/TLS servers status survey about enabling forward secrecy
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