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Detection and Blocking of a host behind NAT
in the User Authentication Network
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Abstract: In the network which requires user authentication, when hosts exist behind NAT, there is a prob-
lem that the authenticated user may differ from an actual user. In this research, we devise a method for
detecting NAT by acquiring the actual IP address of the user terminal using a Java applet, and have imple-
mented this method to the system which requires authentication through web browser. Moreover, we have
implemented the method that to detect NAT by verifying the TTL value of packets for terminals without
Java Applet. As a result, we are able to detect the existence of NAT during authentication, and block the
communication through the NAT. In this report, we describe the details of this NAT detection method and
the operation verification in the authentication system which have been implemented this method.
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