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flf & LC, Mobile IPv4[6] 2 NAT 23MFAET S B85 C LA A
T& 2% & 912 L7 Mobile IP Traversal of NAT Devices[7]
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b—a AR IP 7 RLAZBEHFEOIP 7 FL X
LR LMEEITHY. ARIP 7 RLRIZE S R v |k
EFEIP 7 FLATH AL, BEMFICEETS.
AR IP 7 RLAEINAT Ry hU—2 )0 B 21285
T RV AEBICEBE SN N, T A= a 0
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/hE W7o, NTMobile # KLY 27 LMZEHTE T,
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-4 IPv4 7 R L A% NTMobile Di#{E & — & (Zikn 4
% Path ID & BEAHF 5. @{EH1%, Path ID Z¥%—& L
THEMAFOMRE IPvA 7 R ZADRBEEITV, 7w K
WORAIPvA 7 R L A Z U KAV E BT 2 (48 IPvd 7 K
LANEZWT D, PLEOTEIZL Y, NTMobile D4R
IPvda 7 RLRICEAT ABEEARRT HZ ENTE 5. 12
F 7R A EEE LU= NTM Si5RIC L 0 B ERGER K OMEGERE
fliZ4TV, HREDFBILNT L AR ERTEDH I L 2T
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PUF, 2 2 CREfFHT, 3 % NTMobile DHEEIZDW
THT 5. 2L C, 4w CTRESFXOEE, 5 ETRE
FHROFEE, 6 FETRESROFMIC OV TR, 7TET
FEb.

2. BREH

ARETL, IPv4 1> MU —727 T NAT Bz & BENE B
% 38195 Mobile IP Traversal of NAT Devices|7] OHEE
LRI OW TR NS,

Mobile IP Traversal of NAT Devices (%, Mobile TP
Traversal of NAT Devices %& 3% U7- B8R MN (Mobile
Node) &d—Atxy hU—27 BIZHF(EL, MNSED/ 7 v
k&2 CERZ (S L CHii% 217 5 HA (Home Agent) (2L -
THER &N 5. £/, MNIZHA NHEI0 Y THRANAE
WICHRIFE LW IP 7 KA HoA (Home Address) & #fH
D Fxy 8T —2 THMATSH IP 7 KL A CoA (Care of
Address) @ 2FFHD IP 7 KL A& HAWTEEZTTD.

LICRARISEF v b U —2 12 NAT BEET 5460 MN
& CNBEOHTE7T. MN A —AFy hU—7 ki
FAET 284, MN IZBERR E L CORRIZR LB 21778
7, HoA Z W THEMHFTHSH CN (Correspondent
Node) &i#%H DIBIE%IT 5. MN 2Ry hU—2
BB L7254, MN X HoA & CoA OXEREAT D 2HIT
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1 Mobile IP Traversal of NAT Devices (25} %
NAT BEET HBREECTOMIE

HA IZBERER A v — V% BET D, MN 226 OFERE
KAV E—TVEZEFELEHA X, AvE—VNICEEND
CoA L Ay =YD IPvA~y FIZEENLFHIP 7 K
VADWREEITY. 250 1P 7 RLARRALLH5E, HA
1L MN 723 NAT fid FIZRE) L7z &L, HA & MN iz
UDP koL LSS 2. 2D, MN O HoA M Hik(E
ENDTXTO/RT v ME CoA TH7EAMEEN, UDP
Frxnz@C THAICKEEND., MN 22687 v b
EZAELImHA L, Ty a7 7'k L721%IC CN
~HEET D, CN D MN ~EE SN b 37 v Mg, —IF
BIIC HA IZAE S 4, UDP b /L% 0@ U C MN IZiE(E
b, LLEOFEIZL Y, Mobile IP Traversal of NAT
Devices 1% NAT Bz & BEhHEMEL FEBLL T\ 5.

Mobile IP Traversal of NAT Devices (23T, MN 78
WEBRIE AR T 5 7-0121%, HA 27 v — 0%y b
U—7 BICRET D2MERDH Y, BEAROFIHT 5 HoA
M e— UL IP 7 RLATHLIMERSHDH. T,
IPv4d 7 R L 2525 RIRE & 722 > TV D RES Tla B 72
P E 725, F72, Mobile IP Traversal of NAT Devices
DBEITFICHA L 2P A LI L T 5720, BIERIEK
WILEALT D EVIER D S.

3. NTMobile

3.1 NTMobile DHIE

2 |Z NTMobile D% % 77 7". NTMobile I£, NTM
R, WERKAZIERT % DC (Direction Coordinator),
T Ry RTOBEMT AR WEEIT T v O ifkz
179 RS (Relay Server) \ZX» THkans. DCEBLIW
RSIX, Z/o—rbxy NU—Z|ZFREL, *y hT—7
DHBUE U THEERET D52 ENTE 5.

NTMobile 1%, NTM 8RIZx%E U CHBITEAF L2V MK
FIP T FLAZEY YT, 77U r—ya AMREIP 7
KL AZEESW=BEETTH. 72, DCBA NATE FD
BRI R L CEMIAIC Keep Alive 24T 9 Z & IT & 0 iR
L OIBERRE A L, NAT 82 ([ v 5 @fE Bt &
FHT S, (KAEIP 7 R AT EOBENC L 0 2L L7
W, BEFICHEN Ry NI —27 280 X5 AT
b, 77UV 75— arRCNIZX LTIP 7 KL 2D
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NAT Router

NTM Node
(Fixed Node)

NTM Node
(after move)

NTM Node
(before move)

2 NTMobile O3

ZhEm L, BE#EAMEEBTSH. [KEIP 7 FL R
Sy ML, EIP T RLATH AL EITY, il
EHTFICEEFE SN D, NTM SR OEE X DC OFERIC
XV EICHHERIBERE CBEEIT) 2N TE 5. WK
£ 9 LAEBSRE 21T 272041, RS BB OEE 1T
IM, FOHETH->THEED RS OH s 1 D& EIR
L, TLERBEODRRBEAERTE 5.

3.2 IHRIEENRF & BERREFOENE

PLUF ORI, @ERGMHNO NTM Sk %Z MN  (Mo-
bile Node) , #{EHFM D> NTM #ik 2 CN (Correspondent
Node) & L T4 5. F7z, NIM K N 0% IPvd 7
F L A% RIPy, {RABIPv4 7 KL 2% VIPNy & L, NTM
AR N 24 H4 % DC %2 DCy &9%. NTM #iik N1 &
NTM ¥k N2 23 b > L dE{ERFIC VA Path ID % Path
IDNi-N2 & 5. Path ID 13815 BAAAKREC DC A NTM i
K, RSIZxH L CHIART A1 TH Y, NTMobile DifEfE %
— BB T D 72O OEEHRN T TH D.

SR A B REIC MN XA H 2 E 35 DCyn 12X L T,
RIPyn D#8k%1T 9. DCun (X MN O¥iRiGHE 7 — ¥
R 2GR LT %%, MN 2%t LT VIPyN ZEAiT%.

A5 BAAREFIZ MN (L DCyn (2 LT, CN DA Hiiffk
BRO M R EOFRRZKIHT 5. DCyn 1%, DNS
PO AEFIH L, DCon PEFZEZITV, DCox 2
5 CN O RE#R 2= BEd 5. T0tk, DCyy (X MN B
X OVON OsaRIEH 2 il 7e b o /LR 2 Il L,
MN & CN (2% LT b RAMEOFREZ4T 5. MN &
CN I DCyn DFERIZHEVY, U RVEET 5.

3.3 FURILBEBDEME

X 312 F R VEERFOEMELRT. MNOT 7Y 7r—
Ta v EAEIP T RLAEHWT Ny b (EET

© 2014 Information Processing Society of Japan

Vol.2014-DPS-159 No.10
Vol.2014-MBL-71 No.10

2014/5/15
D RIP : RIPyy D RIP:RIPoy
QY VIP: VIPyy o8 VIP: VIPgy
MN CN
[ Avplication | [ NTMobile | [ NTMobile | [ Application
{ UDP Tunnel ) »
- = |—
VIPyy = VIPgy RIPyy — RiPoy VIPyy — VIPgy
VIPyn — VIPoy
« (C_UbPTunnel D)
——
VIPyy < VIPcy RIPyy < RIPgy VIPyy < VIPoy
VIPyy — VIPoy

X 3 brxLiEEEOEE

VIPyN, %8%C : VIPon) BT 5. 2ok, EIP 7
KL RIZH-3< 787 » ME NTMobile O#HEIZ L 0 1P
7 KL A (X1E5C : RIPuN, RIPcn) TH 7B L ER
CN ~EEEND. MNWHDr y &aZITHR -7 CN
I%, NTMobile DBEEEIZ LV 3T > bDT B 7B AALEZLT
W, AR IP 7 RLRIZES Ny RERY T, 20
%, CNO7 7V r— 2 ARIP 7 R L RIZHES R
Ty hEEDZEICLVEEEITY.

ZOFEIZED, MNSRCNRRy hU—7 280 B2
TEIPT7 RVARELLIZBAETHLT 7V r—va Ui
L CTVWARAIP 7 RLREE(L LW, #@E%
Wi o2 LN TED.

3.4 NTMobile DEE

NTMobile TIZ%, AR IPv4 7 FL ANFEIPvA 7 RL-A
CEBETHI L ERTATD, (KAEIPvA T RLRAEFER Y
=7 TRIHEN 2Ry P U —2 (198.18.0.0/15) [10]
MOAER LTS, L L Z O TIHKAE IPve 7 F L
A&K) 13 IR LR35 Z L3 TE AR

Z D7z, NTMobile O KEUE > AT AZE LGS
W NTM S RICHE 0 Y CTOHRMBIPvA 7 R ARRE Y F,
NTMobile D¥EiEMEZ K S Z ENEZBND. 2 OFEIX
NTMobile fx KDFEETH 5.

4. BREAAK

NTM SR MEAR IPvA 7 R U2 & AR AR L, Path
ID % M\ T NTMobile D5 & — BB 5 FiEIZ o
WTCTIRETD. ZOFEEMNDZ 128V, NTMobile
DY AT AEETHEIEIPvA 7 R L A& LG+ 5 05
W70, RONFRARIPvA 7 F L AFEEE VTR
HFEZ NTMobile ZiEM 42 Z E N alRg L 72 5.

4.1 ImREBIFOBEE
X 412 NTM SR EREOBEZ ~7. MN (3R EE)
2, DCyn (2% L C NTM Registrtion Request % 2%/3
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N 3

| | RIP:RIPyy W=
L/ | FQDN:FQDNyy U
MN DCwn

| Registration of Real IPv4 Address |

NTM Registration Request———®»

4——NTM Registration Response————
N Generation of Virtual IPv4 Address

4 SAREBIREOBIE

L, RIPyN % DCun 12883 5. DCyy 1% MN OSA
WA BER LT, MNICHETE T OIRE & LT NTM Reg-
istrtion Response # %{8 79 5. MN (X DCyn 7>5 NTM
Registration Response #5245 L72BRIC, #H972(48 TPv4
T RUAZRAERL, BUMEROIP T RLALLTT 7Y 7r—
a S ES. INETOHATIE, NTM Registr-
tion Response ®H1IZ DC 23 E 7= MN OEAE IPv4 7 K
LAZED TN, REHATIE, ZOWBRNRELRD
728, DC BB IPv4 7 KL ADEIEZ T 50BN 72 <
"D,

4.2 BIERIRFFOENE

B4 512 MN & ON i@ {ERIGFEIC I T 2EfE A R~ 7.
MN (7 7V 7r— 3 55 DNS Wbt d 7 v 7 3
% & DCun (2% LT NTM Direction Request % %15 L,
CN OA4RIRRB LN U R AEE O R EKIEHT 5.
DCun i ECN O NS L a— FZHWT DCen ZHRFEL
TXT L a— FZHWT DCen 23 —fi%D DNS H—/ Tz
WZ T 5. D%, DCun 1E NTM Information
Request / Response (2T CN O # 4 BG4 5. CN
DIFARNE %2 B L 72 DCyn 1% NTM Route Direction (2
Path IDyin—coN Z & DB fE R O R 2 #E T MN B &
CNIZEETSH. DCun 75 NTM Route Direction &
ZAE L7 MN (F, AR C—&E L 2% CN DA IPv4
7 R AL LT VIPg 24T 5. VIPg 24 L7 MN
I%, VIPg % Path IDyn_on & BHERHT T, hr L@
FEOFBERETLERT D N RV T =T NIRRT D, D
#%, MN /X DNS 2 v £ —VHAOBEMFOIP 7 LR %
VIPg (225 % L, DNS Response for A Record & LT7 7
Vor—a 2. £RERIZ, DCyn @ NTM Route
Direction % DCcn 75515 L7z ON IE, SKRPHT—E
L7225 MN OfAE IPv4 7 KL A & LT VIPx &R L,
HIERD b R T — T ARG T 5.
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4.3 FURIILBEBOEME

X 612, NTM siKEIicks W CIREF R E D b s
BEEZITSTESE0IEEZTRT. MNOT 7 U r— a3
it, HEOEMEIPv4 7 KL A% VIPs, CN O{48 IPv4

7 RV A% VIPg & LT LCW5. £/2, CNOT 7
Uir—ad, BHOEMIPvA T FL 2% VIPy, MN
OB IPvA 7 FL 2% VIPx & LT LTV 5.

MN D77V r—3 3N CN A~y hEEETD
Bg, BEETLT KL AIC VIP,, %967 KL AIC VIP 2330
SN IP Ny RBEREND. BERIP N7 > b
EEIP 7 FLATH T/ E =%, CN ~%EE S
5. ZokxE, Bl vMET B8 MZid NTMobile @
HHRAEFLH L2 NTM ~v X 240425, NTM ~v 2
L Path ID 3& £ 5. CN b 7w AL v M E%E
ToHL, Xy NOFH TR MMEEITWVMRAEIP N7 v b &
9 5. 2ok, CNIZ/$7 v N Path ID #5ti2H
GO R RNV T =T NV EREL, MN O IPvd 7 R L
Z VIPx #HWET 5. CN 37y FNOEETT FL2*
% VIPA °5 VIPx ~, %6567 KL A% VIPg 705 VIPy
NEHL, CNDOT 7V r—3 a3 ~JET.

f77, CNOT7 UV r—2a VN MN ~ 7y b &EE
T 5B, MN BFEEEICT I 72 AL 7~ RO
HIPvA 7 KU AZEHEIT S .

5. =ik

B 712 NTM SR DE Y = — Rk % 759, NTMobile
OIEARIEIT Linux ICBW CEICEERBEES TV 5
NTM KT —922# > NTMobile ¥ —% > &, Hh—*%
JLZERAD NTMobile 1 —RNVE D 2 — I LV EIEST S
NTMobile 7—E 1% DC ~0 NTM #i RIFH OB bk &
FIP 7 FLADOEE, BLODC OFERICHE-72 horx
NEREATH. D—FNVED 22— VT ry b 7+&
M) T T 7 MbE L O S L 217 5 . fe5 AU
NTMobile ¥—% > & NTMobile &7 —F/LEY 2 — /L& ik
EITHZEICEVEET D, KTV 22— MU TDO XS 7
g # AT o7,

e NTMobile 7 —F >

NTM%X@%Xiﬁﬁ’E%X@ﬁﬁ4757I*
CER B IPvA T RV A RRRET H. £z,
15 F‘fﬁﬁéﬂ?% ICIBIEMHFOMRE IPvA 7 R L A 28 KNGS
IZBREL, b7 —7 B EGRT 5. LT
1%, WEHTFOMRE IPvA 7 R L X% NTM SR8 —
BICAERT DM, AEETIIEMEIPvA 7 R L 24K
WS RELETH 5712 DOWBEHTFORAE IPvd 7 N L
AVTHANCRE L T D, F7, DNSIEEA vE—Y
WORAE TPv4A 7 R L A % NTM SRk 3 A% L 7= A8
IPvd 7 R L RICEWRT 5.
e NTMobile 1 —F/VE Y 2 —)b
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6.
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D RIP: RIPMN
o VIP: VIP,

Qo

FQDN : FQDNuy

DCwmn

MN

| Application | [ NTMobile

— DNS Request for A Recordi|

Generation of Virtual IPv4 Address (VIPg)
and
Registration to Tunnel Table

— NTM Direction Requesti»|

-

Notice of Path ID

DNS Request/Response
for NS Record

DNS Request/Response
for TXT Record

NTM Information Reque st———»|
«—— NTM Information Response————

[#— NTM Route Direction—@—————— NTM Route Directiom
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o N
\\: D RIP:RIPCN
CN :
| NTMobile | [ Application

fo
-

Generation of Virtual IPv4 Address (VIPy)

(Path IDyn-cn)

(Path IDyy-on)

and

Registration to Tunnel Table

—— NTM T I R R L
MN’ s Tunnel Table unnel Regest/Respons CN’ s Tunnel Table
Path ID MN’s VIP | CN’s VIP Path ID MN’'s VIP | CN’s VIP
Path Dynon|  VIPA VIPg Path Dyon|  VIPx VIPy
- DNS Response for A Record—
- ( UDP Tunnel G >
5 @fEBAAIRFOBE
D RIP: RIPwn m RIP: RIPcy
on VIP: VIP, QQQ VIP: VIPy
MN CN
[ Application | [ NTMobile | [ NTMobile | [ Application |
{ UDP Tunnel 6} >
-

VIP, — VIPg

VIPA < VIPg

RIPun — RIPcn

VIPA — VIPg

After Encapsulation

VIPy — VIPy

After Encapsulation

CN’s Tunnel Table
MN’s VIP | CN’s VIP
VIPx VIPy

Path ID
Path IDun-cn

[VIP, — VIPg | —s[ VIPy = VIPy |

MN’ s Tunnel Table
Path ID MN's VIP | CN’'s VIP
Path IDyn-on VIP, VIPg
"4

RIPyn < RIPcy

[VIPA — VIPg |«— [ VIPx — VIPy ]

[viPx — viPy|

VIPx < VIPy

|

——

-
-t

-

UDP Tunnel

K6 hrRLBEROT FLRAERE

NTMobile 1 —FNVEY 2 — A NZERry V& T v

7L, THhHT/MEEIT RIS

NTM ~ v XN

Path ID # /%94 %. PathID #%—& LT, hr %
T —TNPLEEHTFOREIPvA 7T RLA L LT

BELEIP 7 FLAERBT D, F0H%,

VA

WO IPvA 7 R L 2D%EE 0 L UL A2 RN

WCEIHT AR IPvA 7 R L AT 5.
Sl
IR v MU —7 DR E, & 1ICHIEE O
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ZoRd. NTM #i#K MN 5 X O CN 1% Linux & > A h—
NUTZEEPCICEEL, T4 _R—bFRy hT—T~ L
EHERERE LT\ DL F 72 BE5iE 1000BASE-T 12 L 5 A ##
LAN i T 5. Akix, NTM iR T—E 28 IPv4
7 RUREARLT DN, SRILT R LR AR AR FE%E
THDHW, BEHFOMEIPv4 7 KL 2 EHCHE
L7z

MN & CN M iperf*! & 7= TCP {217\, A
N—""v FOWPEEITST. %, 73k NTMobile

- =
— —

*1 http://sourceforge.net /projects/iperf/
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[ Applications |
A

NTMobile Deamon

|
Tunnel Establishment
L

.

User Space Netlink sr;fké_>

Kernel Space

Netfilter

Packet Manipulation

[ (Encapsulation /Decapsulation ) ’

! v
Real I/F |_|J| virtual 1/F |\ _

NTMobile Kernel Module

7 NTM SRDE Y 2 — VR

Private Network 1000 BASE-T

%%

MN CN DC

8 Fv MU—IHERK

= 1 NTM SR DAk

MN CN
Hardware Thirdwave Prime  Thirdwave Prime
OS Ubuntu 10.04 Ubuntu 10.04
Linux Kernel | 2.6.32-21-generic 2.6.32-21-generic
CPU Intel Core i7-860 Intel Core i7-930
Memory 3GB 3GB

® 2 PUFVBEROAV—T Y FUTERR

Conventional

Proposal
Throughput(Mbps) | 402.5 400.4

kD brxnmE e REFRICLD b rrmEo A
N—TF v M L. 20—y MIEIZIE, 10 PR
Z—7"» FAEZ MN, CN [ET 10 BTV, F DO
ZRH L.

F2ICNTM KRB DO S rViBEIC LD AL—T w |
OREFERZ T, WERGFRICH_RTRESF KD AL —
7w MIOSRIEVME E Ae o7z, ZofER LY, RN
DBEITBWT, NTM SR ORI IPv4 7 B L AZSHpLf
DAN—T" NORTICRE REBELRITTZ NN
LR oT.

7. FED

AF@SCTHEL, NTM KN CRAR IPvd 7 L 2% B4
FNCAERR L, 81T DURM ORI IPv4 7 K L 2 &8RN
ORI D FIEARE LZ. ZOFIEICE Y, NTMobile
BRTIAR IPvA 7 N U AR A AT 50BN R 5
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728, RoN-ET R L AGHE TR NTMobile %
AT ENFREL oz, F72, DC 2MRAE IPvd 7
RUAEBEHRTZ20EN 220, BHNESIZR-T-.
Linux ECHEHFROFEEZITV, BfEEZHRIEL. Zh
% TD NTMobile & #2455 % AT NTM ik HE o ko
FNVBEIZE DAL=y Ebig L, BEHFRUZL DA
=T FOBNEE A E RN T L ERER LT,
A, BEHTAUTK D NTM 8K & — iR & omiE
ZAREICT D20 DR 21T ).
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