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Development of connectivity from general node
using proxy for NTMobile
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HipEO KOBAYASHI!

Abstract: A Machine to Machine (M2M) communication is a new type of services in the internet. IPv4 and
IPv6 addresses will be used according to the wide spread of these type of devices due to the lack of address
shortages. Accessibility and interconnectivity in M2M communication will be new issues because IPv4 and
IPv6 do not have compatibility for intercommunication. IP mobility mechanisms are one of the solutions for
these issues because they can support accessibility and interconnectivity. The authors have developed a new
IP mobility mechanism called NTMobile (Network Traversal with Mobility). NTMobile supports end-to-end
IP mobility and accessibility in IPv4 and IPv6 networks. However, NTMobile does not support a communi-
cation from a general node to a NTMobile node because NTMobile requires special packet communication
for NTMobile. In this paper, we introduce NTMobile Proxy Server (NPS) to support a communication from
a general node to a NTMobile node. In the implementation of NPS, we have developed a proxy services for
web applications. Therefore,NPS has functions for NTMobile end-nodes and a web service. As the results,
all general nodes can access to a NTMobile end-node by using web applications.

Keywords: Accessibility, I[P mobility, M2M, Proxy, Web application

2014 Information Processing Society of Japan



IPSJ SIG Technical Report

1. F0sIC

A2— bt 74 vOBRNGEELE, L REEXY b
T — 7 EMiOFERIZE DR, TwoTh, EZTH, fi
Th, fETH, Fave S LkaEX Y AEDFEH
BEENDODOH DL, LEXFIAEREZIZ SRy P —
71%, Bk S FIFH & 1TV % Internet Protocol (IP) %
HEEHAMICRA T2 2 e PREING. BBEDIP * v b
7 —7TCl%, IPv4 LN E 70 Fa BRI NTE
D, PFLABDOHIRELF 2 T 4 55D 5, Network
Address Translation (NAT) BEREZE AT A Z LICk D,
TI7A4AR— 2y P — 7 PHHBICEEINTH 5, BRIC
IPvd 7 FLAIEMEE L TED, S%IEHHry P77 —
Z1Zx LT IPv6[1] DEIY2MThNn s 2 PRI TY
%, IPv4 L IPv6 1Z7 FLARELR S NT T F L ARRK
S RLEL L, Bk RV[2. 207D, IPv6
DR L LT, HFED IPve bSR3 2 &
BFEIND, 2D, IPv4d & IPv6 [HTHE G %
FHET 2 KMo AMAINE EEFEZ oD, &
PR i 2 FEEE L 2B R P Vv 2y 7 R 2T EEE D &
v (3], [4], [5], [6], [7], [8].

SETDODAL V=2 bTIE, ADFIHT S PC A
R 7 A VREDPELRMATH DD, LEF I AHAET
1k, MBRIABTNL A% EbmARE LTHAINS EEZ
5%, 2D X 7%iEE1E Machine to Machine (M2M)
JE &I, BEE - iz SRk L Y —ERZLTH TS
A3y b7 — 7 2@ L CTHILEFEZTI D TH 5 [9).
ZD &) BHARAARATNA ZFBRICHEAEL TV 50, %
D% CIFHEMRIC L 2REVHERICHIELE LD, R,
P—ERIBC ¥ 2 7 4 WK% EbIT9 5E, —if
L—YFRREEITI ZLIFEGTER L, ZE, ¥ a
VT4 EB 7408y TUPLE 754 A~OEiE %
M2 L CHET 2720121k, v b7 —27BEIGU 72
U EPBEIC R0 THD. I612, 5l TPv4
EIPVE NDORIEDBMEEE 25 Z L0 5, SFE T RICE
ADHEG I e 5 E PRI NS,

FHH S IPv4/IPv6 DIRTEERBICE W T, HHA
Befpi k& BB @ 2 FEBLAIRE 2 84 & L T, Net-
work Traversal with Mobility (NTMobile) Z#2&L T%
72 [10], [11], [12], [13]. NTMobile T, NTMobile DH¥rE

L ZERYRYPE TR A LA HE
Department of Electrical and Electronic Engineering, Mie
University, Tsu, Mie 514-8507, Japan

2 BRIISER ARG
Faculty of Information Science, Aichi Institute of Technol-
ogy, Toyota, Aichi 470-0392, Japan

5 ARRRFER BB T IERE
Graduate School of Science and Technology, Meijo Univer-
sity, Nagoya, Aichi 468-8502, Japan

) fsugihara@com.elec.mie-u.ac.jp

2014 Information Processing Society of Japan

Vol.2014-DPS-159 No.9
Vol.2014-MBL-71 No.9
2014/5/15

% % U720 (DA NTMobile 5iiA) 2MKARIP 7 F L A
EHOCEEBEZT) LIk, EIP 7 FLADEL
LAy, Bk L it BRI Th 5. £, K
HIP 7 FLAZ AWK IP 7—% 7'F L% User Datagram
Protocol (UDP) b ¥ %)L ZH L CTRHELL T\ 5 7@, NAT
T ENEET BIGATY, NAT /ML & ok b EH
HETH B, %7, NTMobile MK EEEE TR 2SS
IZiE, UDP P v R VR EEMET 22 LICkD, TIRER
A PIWTW S, Z LT, % NTMobile S K2HIH T %
ZakalnN—=yavPReznl, HEBENRIHE
nEEICE, ) L= oY — =%l L T UDP
bRV EREEET 5 BREEAERT & LTI, Dual Stack
Mobile IPv6 (DSMIPv6) 23, Internet Engineering Task
Force (IETF) (& DML S T2 [3]. DSMIPv6 T
1%, IPv4 & IPv6 I3z 7a FaL e LCHEHEIN TS
D, ENTEfET 27 7V r—2 a ik IPv4 & IPv6 D7
EEETIHEDH S, —F, NTMobile TIXKMET FL
2ZZRAFALT7 FI Ay — a VIRBERZIToTEY, 77
Vr—2avi@EIPTRLADON—=C a v 2EBT L0
e\, 2D, M2M 784 A Lo —E AREGE%
MUE L 72854, NTMobile #2232 &2k D7 7 ) r—
PavidEIP 7 RLADOAN—Y 3y, EREOHEE, &
X274 WER EIIRET 26BN RL D, Y—E AR
BT 2 B AIRE E 22 B,

NTMobile ® 734 Tlx, NTMobile S KR 0@ (F 12
b 2 9381312I1F5%E T L TE D, NTMobile ik > 5 —
o AR~ DG T AN T Z A b ED T2 [14]. —T7,
FLAAR T NA A EDBLFEI 2 IR 2 MHE L 7285
£, NTMobile DHHE 2 FE%E L T2\ — 2 — YR
5 NTMobile DH#AE % F23% L Tv> % NTMobile Sii K~ D%
FEIVEARATREEZ NS, ARTIX, NTMobile
DIERE L 7' 1 * U BERE 2 92%% L 72 NTMobile Proxy Server
(NPS) #EATZZ LICkD, —M—ViiAdr S NT-
Mobile B R~ DEEEZ LR T 5 HRERET 5. £ 7,
Web 77V r— a v 2RI L 7856 D FE8H 2 T § %
Zicky, REGAOFH 21T .

2. NTMobile

2.1 HE

1 12 NTMobile @ & 2 7 A %# 78 ¢, NTMobile
lZ, NTMobile % 52%% L 72¥iik (NTMobile %iA) DIZD2
NTMobile Uik % & § % Direction Coordinator (DC),
NTMobile S R EEHEGE 21T 2 LB TERVGEITHE
8% Pk 3 % Relay Server (RS) 25 I 41%. NTMo-
bile §iiA I 1& NTMobile % v b 7 — 27 NCT—RIZFAI T HE
ZRAEIP 7 FLAZ#E DY THZLick), 77V 7 —
avIiREIP 7 FL RICE DL IEERTT). 207
b, BIP 7 FLRADELLIBEICS, 77V 75—y av



IPSJ SIG Technical Report

Virtual

Vol.2014-DPS-159 No.9
Vol.2014-MBL-71 No.9
2014/5/15

Network

Real
Network

- 8 -
2

IPv4 Global Network

DCeN

Handover
IPv6 Network

UDP Tunnel

....... 4 UDP Tunnel
After Handover

Before Handover

<———

Relationship between NAT

Virtual IP and NTM Node m'

B 1 NTMobile D R 7 LM%
Fig. 1 Overview of NTMobile network.

AR IP 7 FL A2 FH L ClEfEZkG e cd 2. K
HMIP 7 FLAZHWAIP F—% 7 Al% NTMobile ®
H—FNET 22— NIk DA 7 fb&h, UDP kv 2L
EBLTIRBING, brrLodEREI 2 EES D,
JEHIE UCldmidmAR R ClEsz b v 2LV 2 5L, 7rta
WN= a 38 28 A T oA S EEBES T
ERVWESIE, RSERHTA M 2V 2HETL LT
WEDHHE £ 725, NTMobile T 7 7V r —3 a v idfK
MIP 7 FLAZFHT 22 06, HFHORY F7—
7 RERT D e, MHAMBEITEEE RS,
e Direction Coordinator
NTMobile ¥ R DM EEH % £ 2 & L, NTMobile
AR b Y ROV D 2 FRAE DR R E T
BETH L. £ DCITHHICED LTS KM IP
7T RUVAZEMEZERL, EEDRWV X ) IC NTMobile
WARICR LR IP 7 FL 2 2H Y T3, £/,
DC iZHH D7 — % *— 22 NTMobile ##R D Fully
Qualified Domain Name (FQDN), 1P 7 FL X,
KAHTP 7 FL A, NAT OAMUDFETIP 7 FL R &R —
M S 2Rk L T\ %, DC X Domain Name System
(DNS) DktEZ - Tk, DC T LICHEZE B F XA
A v EEMT %, NTMobile TlZ DC 2#E T 57
I DNS D2 FIH L T2 70, oitEs
T®H 5. NTMobile fiAlx IPv4 8 X O IPv6 #F|H T
BUEEENH BT, DCIETFTaTIVAY Y 7 % b
U—JICREINEZ ERET S,
e Relay Server (RS)
NTMobile #iRAY NAT 8 2 5> IPv4/IPv6 % v b
T—7DIRIEICK D, EEEFEZTI I LEBTERL
LB, dEodizfT). £/, RSIEDCITLD
BEHINTED, DC ORIk ) PRI %21T 9 72
b, ZEDO RS #HOT BB S EHAETH 5.

2014 Information Processing Society of Japan

4 >

DC [E@RkIZ, RS 1Z IPv4 8 X O IPv6 B kb 179
720, RSIETFTaTIVARAY Yy 7%y b7 —7ICKEX
N3 EEMET S,
e NTMobile A

77V =2 a BT REA V5 7 = — A%k
5, A vy 7 2 —RAI12iE, DC A 5Eh Y¥Tons
RALIP DSERESINB Z LICK Y, 77U r—vaviz
AP # HWZBE21T9. £/, IREIP 2 HWw
IPF—% 27553 UDPIck 3 7enfbans Z
T, EIP 7 FL ADZLZ ik L T\ 5. NTMobile
WARIZFETIP 7 F L AN L 725412, HED DC
WHi7-RFEIP 7 FLADEREITH 2 LT, BELE
Wk & B L T\» 3,

2.2 NTMobile ifiR & —iRiGARDEE

NTMobile ¥ & —#mADBEI2OWTIE, RS %#%
HT2ZeickD, EET2HAEMELTE2[14]. L
L, ZsmETiE, NTMobile MR DBENE &M &
Petelh 2 FI T 5 720, NTMobile MK D> & — A~ D
JERR % ME L Tz, —F, NTMobile % filAA A B
W EISE AL 725G, — AR D & NTMobile SR~
HERRZET 28RS 208, oMtz +oici3fs
b T\, Z 2T, NTMobile MK DBEhE EM: & 12
B2 ML L 22036, — ks o OdEEMn % EH T %
HRELT, TuoFsBEZEAT 3,

2.3 MURIREBEERFEORE

NTMobile DEEFHEETIX, b FLEHOESLD
&, 77V r—ravoazxrrsravERIEIC RV
PEIIAER L TWhe, 2070k, Hl Taxriayv
BERINGE, 2L oES L TR T 2 o R%
B EBRETIWRERS o7, 22T, YITFVVS



IPSJ SIG Technical Report

IPv4 Global Dual Stack IPv4 Global IPv4 Private
. ¥ &6 & [
DCMN DCcn NATCN CN

Direction Request Kee;)(&hve
NTM information|

Request/Responsd \

Same Port

Route Direction Route Direction /

[

Tunnel Request

~
Tunnel Response I _— Same Port

UDP Tunnel

X 2 T FUHKRBD b v 2L REEE T
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Fig. 4 Synchronization process of table information.
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Table 1 Spec of DC, NPS and Raspberry Pi

DC, NPS Raspberry Pi
(O} Linux Linux
Distribution Ubuntu 12.04 Raspbian
Kernel version | kernel 3.2.0 Linux kernel 3.2.27
CPU Pentium 4 ARM1176JZF-S
Clock 2.4 GHz 700 MHz
Memory 512 MB, 1 GB 512 MB
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Table 2 RTT of end-to-end

RTT [ms]
WEXY min  avg max
GN - NPS 1.18 145 297
NPS - RPi 1.73 247 3.05

NPS - DCnps 0.60 0.81 1.98
RPi - DCrpi 1.345 219 2.67

& 3 FHEHIR
Table 3 Experimental result
Response time [ms]
WERT bz min avg ~ max
GN — NPS 3.9 4.7 11.5
NPS — RPi 10.0 11.4 19.4
GN — NPS — RPi EL3 136.1 154.5 206.3
GN — NPS — RPi f 23.5 28.5 41.6

* 4 BEKEFDO RTT

Table 4 RTT of mobile communication

RTT [ms]
WERT min avg max
GN - VirtualServer(LTE) 38 70 207
GN - VirtualServer(3G) 88 115 342
GN - Yahoo(LTE) 30 69 210
GN - Yahoo(3G) 70 100 262
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