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Analysis of Response Time Fluctuation Factors on Network Function
Virtualization

AKIHITO KOHIGA? YOICHI SHINODA™
TOMOYOSHI SUGAWARA

We are working on improvement of telecommunication quality on Network Function Virtualization (NFV). It is
known that a telecommunication service running on a virtual machine sometimes has the fluctuation of round trip
time. This fluctuation leads to loss of quality on telecommunication service. We investigated what causes the
fluctuation of round trip time, based on Asterisk SIP server on KVM Hypervisor as an example of NFV instance.
We found the fact that KVVM Hypervisor has some structural problems related to stacking packets that cause the
fluctuation of round trip time. In this paper we explain the result of this investigation and argue what function we
need for NFV era.
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via: SIP/2.0/TCP send.example.org:5060
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To: User2 <sip:User2@recv.example.com> P
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a—Y7a T AOFATEIENHER 5. Hypervisor 7>
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PTa T LONRTy Ny T I END . FID AR
WMELE 7 b a VB — R VA Ly RidE— (/A8
CPU LTEMEL, D OREETETEND. T u bari
WERI Tz > R Y 7y b3y 7 7 ITKHM S L2 1%
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CPU WFHIHEID M THND F TIC—EDEIERFH A F A
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AET L. HHRENAELRARIKE LTI, WEE CPU K
M2MIAR CPUIZEI D B THN TRV EHERI L=, Ko T,
SIP U 7 =2 MLERHIZHEAR CPU (BLF, VCPU XL K
LIERR) LER CPU MBI B THN TV ARWEFT A L
7.

F3, BB CPU IEHAEI D Y THN TV ARWETT A
kernelshark THEFR L 7-& 25, SIP U7 = A MLEHIZHK
% < DEFTC Hypervisor @ idle 71 ANFETEN TN D
ZENbhotz. idle 7ut XX VCPU ALy Kb
schedule B%%ic K> CHIV X BT\ 5

wIZ, VCPU A L v ROFEITN idle 7 vt 2 DEITIZY)

(©2014 Information Processing Society of Japan

Vol.2014-ARC-210 No.9

Vol.2014-08-129 No.9

2014/5/15

DEBEZONTWDHIRINEZRAE L. = OREE, Hypervisor

23 GuestOS ED HLT 4% b7 v 7 L CVM_EXIT LB %
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T 5.

FIRSHREREE DD L, 22—V T 17T AOFER
M2 T 2B1C1E, RO LI REBMPEZ .

® GuestOS D&%

1. Asterisk @ polling ZLEE7S #

Tak R B S

2. idle 7 u ¥ AL HLT i &= R1T73 5

® Hypervisor £ DER

1. HLT @2 b7 v 7 &, Hypervisor 1245~ T

VM_EXIT M Eh 5 (D%, vCPU AL v R

BEITT D)

2. VCPU A L v KX schedule %% 5217 L T idle 7'
AW CPU Z BT IET

GuestOS @ polling ZLERIZIUVNT, A X F 3T HLIE
HLT @53 3 %AT S D DL 0S D — xR L FIECTH 5
L72>L, Hypervisor IZ L% HLT 5 ® b5 » i, HLT £
FTOMWEEZEB L TORNI AT AT Va—Y v ICEE
Bz bNH70, ZnBda—F 7 a s T AORHERERIEM
DOFERIC/RD EEZ NS, HLT i, %3 CPU %1%
ESHEDLZNA— R =TMETHD. EIRRIEDN S OREIERE
filld, OS OX A A Va—V v 7HE & T 5 & 10F
A TN TH S, K- T, Hypervisor 28 vCPU A
Ly Feidle 7ut ADH A7 AP a— v 7 HFETL
TWHHIZSIP U 7 =2 PR L TS b D EERD.
43 VvCPU R L'y FO¥EE CPU BRI L I SRER

FAEOFEF, GuestOS L THITE N7 HLT Mid %
Hypervisor 73 b 7 » 7 L, vCPU A L v K23 H & O Fp-o#pH
CPU oA Ly RIZHFEFTZ LIk o T A L v
REATHICRE Ny PAERL, RTT MR T 52 &R
o T,

INENGET A 72012, HLT fify% ~7 » 7 L7 vCPU
ALy KA CPU ZHIFES i iud &5 72 2 ook F8k
L7. HLT fss% b7 » 7 L7 vVCPU X L v RiX
kvm_vcpu_block B%£i2 3 T vCPU A L v K % wait f\*:~
IZ% 4% LC, schedule P%k% FEOM L CH %'ODJ%’DCF%E
CPU %3 3. kvm_vcpu_block B3N o 4431812

WEESMEN AL LT & &2, vCPU A L v i wait «Ijiﬁ.’?
75”31@?5?“6 Z 0 schedule BIE DO L & S50 1%
MR — TN TEITENSD. L-T, Zo schedule B¥%
ARAVRT T RTHIEICEST, FERKLETEHET
kvm_vcpu_block BA%%iZ busy loop ZFE(T4 52 L1272 5.

X 9L HLT fin4y & 3% 1} B> 72 vCPU A L »» K% busy loop

A LT U MIEoT idle
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& FAT LB OB R O Z L E R LTS, RorF 7
W, Y #INSERERERL, X#MRY 72X hov—r v
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X, ¥ ims Lo/, EHEREIL0IZ LR, VT 7
DARTIRY, 1FEAEDISERFOEN e 2o TWN5D
ZENDMND. 2L, VCPU ALy RRETERTWD
¥EL CPU @ CPU i FI=RILH |2 100% CTHEB 9 5.

Asterisk Round Trip Tine

Round Trip Tine(ns)

a 568 1088 1568 2088 2500 3888 3588 4808
Sequence Nunber

9VCPU A L v K% busy loop &® 75450 RTT O£k

B, SIP U 27 =R MU OBIRE L IC K 7RG R
DOEEDESTND I EBbND. TNEANRL 7 EOT
LEIESRZE TS, KEITCIEZIDOANASL T EOT LD
WNaERlET 5. —FHT, ALy FOYWEZMHEICE - T
MELET LEERNRTLERSZE LT3,
44 R4 9RO TLOREHE

FEARBNZ, A BRI OBEIIL SIP U 7 =2 k73 Hypervisor
7> GuestOS LD LTI T L5 LTk o TRET S.
3.6 fii> VCPU R L RO 48R CPU BT B L I SR D %
BErobbnd ko1, vCPU ALy RBFICENX 1T T
SIP U 7 = A k& W3 IS AR IEZSE) L 722V, vCPU
ALy RRFICEEHIT TV DL DL B PFISER N A
BT 5L 2 EiE, VCPU ALy RICEIET SR1ICT T
W7y PR LTS b0 EHEHITE 5.

ko, AU 7 ROT VORINFEETIE, R SIP
UZZARNREZTHELTCWDIO0EH#HAE L. SIP Y
7 = A k73 Hypervisor ECHET 2 & PRI DEFTE L
T, kD2-oNREZ LS.

1. -~ 5 ToNr y b &% ITELS vhost_net

2. GuestOS BB LT D vitio DV > 7Ny 77
F 9, vhost_net IZHE T 537 v FEZFH5H. vhost_net
1% handle_rx BA%k > H1-C tun R Z 4 /30 tun_recvmsg B4k %
AT tun RIARNDF=2—06 7y b2 LT,
GuestOS Lo virtio 23245 U 7Ny 7 7 (vring) 12
WAy hEav—795%. L7zd->7T, vhost_net 23
tun_recvmsg B2 RIT T 2BRICT CIIERB I TV 5 ]
Ty NEEITNTDHIEICEST, RNy FOEIEN
EOLHWHEBTL20o0EHlE L.
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Bl 10 (X tun R AN EICERBINTNWD A7y RED

W% k977 7 ThD. Y HliIX vhost_net 23347 » k& HL

DHTE, TTCICEEISNTWE Ay hoBZRLTH

5. X HilliX tun_recvmsg ZFEAT LB TH LS. /77T

I%, SIP U7 = hOWNBBRMAIES TEL O h3E

BENTWDAZLE2MER L. WRELTWDI ATy O

KRIEIZE A4S HTH S, SIP U 7 =& b O BIRARE S Tl

AR 4~5 fHOIREED SN TR B IR D72 o
Tn<.

— rackets in tun o Hypervisor EDtunk S /%
(vhostERiBH1 )/ 77 ICHE

E

aq | LTWB/srvhE

1k BAICB<EMEh
A [Frvszenbns

packets
¥
L

10 Hypervisor LIZERL T o3y M &

WKIZ GuestOS E T virtio RAHELTCWD Y I Ry 77
WCHBE L TWDA Ty NEERRD. Yy My 7 7k
EROF 2 — 5y MERY I BICEITI A%
I% netif_receive_skb BA#(T& 5. ftrace 1%, netif_receive_skb
B3 DEFTA R N EFLETE DD T, netif_receive_skb
BABS FAT S VTR A Fedk U, 24 % BEEREAT O e R T B
ERLZLIZEST, EORBRERTy FRHRELTNDD
NEFHAE L.

8561: sched_switch:
334301: netif_receive_skb: dev=eth0 skbaddr=0xffff8803f620f0cp len=540
334336. netif_receive_skb: dev=eth0 skbaddr=0xffff8803f620f6cP len=540
334340: netif_receive_skb: dev=eth0 skbaddr=0xffff8803f620f2cp len=540
334342 netif_receive_skb: dev=eth0 skbaddr=0xffff8803f620f7cp len=540
334344 netif_receive_skb: dev=eth0 skbaddr=0xffff8803f620fecp len=540
334345 sched_switch swapper/7:0[120] R === asterisk: 2225 [120]

334347 netif_receive_skb: dev=eth( skbaddr=0xffff8803f620facp len=540
334351 netif_receive_skb: dev=ethQ skbaddr=0xffff8803f620f4cP len=540
334353 netif_receive_skb: dev=ethQ skbaddr=0xffff8803f620fdcp len=540
9.334891: sys_enter_sendto:  fd: Ox00000012, buff: 0x7f9aec1489e0 _le

ec146a10, addr_len: Ox0000000c

SIP INVITEX— S0/ (NI 85 T AN BHL THIE )
11 ftrace 12 & 5 /37 v N OfifeER

1112 ftrace {2 & 5 netif_receive _skb Bt o> ~ L — A fEH
DO—FRERT. b L—AFERIL, £ 5 EITRER, B4,
b L—ZEHE 72> TS . netif_receive_skb BIE DA D
b L—REWIT, TAA R4, BIF LY 7y MR
T RLVRA, Xy hORSHLHEREIND. RF, 7y
FOEEMN 540 31 FD/Xw I SIP O INVITE UV 7 =
ARERLTWS, RERBE, ) 50u O™ 8 2O
INVITE V) 7 =X RRBFELTWDHZ ERbND. 20K
ST INVITE VY 7 = X FDBRIZ SIP U 7 = 2 F DR BAG
R T &b 2 R TEZ. 2FV, 16 @D SIP
V7 ZARMBHRICBR-TEF LTS LR D. Lk
ST, virtio DY IRy T IR LTS SIP Y 7= A
k O¥%i%, Hypervisor [IZIFE LTWH Y 7 =X hOE LD
HITDMTE .

asterisk:2237 [120] S === swapper/0:0[}28

1
a 2e00 ETTT) soo0 soee  1eees  1zeoc
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virtio DU 7Ry T 7 IZHERE LTS SIP U 7 =X h D
%, Hypervisor [IZHBE L TCWAH Y 722 FOKLD bk
MM VEBE LT, SIP VA MBREHETDLIAL
v ROMHEEE SRR T& 5. Z 2T, Hypervisor LD
A Ly ROEB L% kernelshark (2 THEFR L 7=.
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THCPURFMIE, SIP Y 7 =X hEFEIITLT, +AL

vy FOEREETEEL I ENDMNS. ALy R

pthread_create TER I D720, —EAERIND X v v

TallLoT, ROALy FIZARKMNELS 5. Lo

T, Ay ROAREFETRH HRER EHFDORET

IRENTAFIECPURF D H B SIP Y 7 =2 MLERIZfE X 5
RefI 3R 2 ICR <72 5.

O graph follows

el T (< DA EETRIREL TL B 1)

12 F ALy FORBIRZ OER

B 12 {2 SIP V7 = A MZBET 55 A Ly FOEBIRZ
OEBEZ T, MIRT@EY, SIP U7X MNMIBET S
Hypervisor £ R L K1 3 DfFET 5. 1 -21% vhost_net
RIZANROH—FNVALy RTHD. 2 2HIL, GuestOS
OBV AL L T h 3 VA ALT S vCPU ALy R,
3 2HIL, Asterisk NEITINTWDHVCPUAL v RTHD.
%R 25 E, vhost net A3 7 y hEZITE > Thb,
Asterisk 23547 & BAA T 5 F TITH 0.65ms 225D Z L 3b
75, Asterisk BWFETEZBE L TTITNRT v FOZEMN
BtA SN BT TRV DO T, EEDO/r v M E0E
o LBIATPILS. vhost_net TU 7 = 2 |+ 254 5 i
MTIETTITSIP Y 7= 2 R EETHER L TV DIREETH
D, ZORERBIEICL>TY 7 A hOHEEES T
2b0EEZD. ZOLX D REENEEX, SIP Y/ b
DR E BN D, Lo T, #ERMIC 10~20 D
SIP U2 =R F&E—FIZWEL L 2Tl ben v ok
Wz 5.

EERIEA L T2 LI X o C, IBEREOEEN/NE
K7D LiE, 43 HIOFERICE>THLHLNTH LN
ALy ROEENGRIE & 37 > O EIC O W TR X
DIRDHDT, ILRIPENLETHS.

— 5T, W L7737 v M3 Asterisk ETED X H iz
HEInNd0zHELL. 13 1% Asterisk NFEITIND
GuestOS LO{AR CPUIZE H LT, Maxf42 CPU o CPU
#[ 0 24 T % kernelshark [IC TR L=b D TH S.

X o> B AAE S IE Asterisk D SIP V7 =X R ZEAX Ly R
FITERLTEBY, BOLSNIL, BRI 47 MeD
EZEHA Ly FOFETRMAZRL TS, Asterisk (3 SIP
VIR MEZITWD &, FA Ly REAp L TERERY
TAT v MNEDOEZEICHND., ARIOER T, FEN
7TAT Y MIFELRODT, SETA Ly RiZfld
T ZE T T 5. KU RSND8Y, A1 7IRORTT
WHNDETOM, 2 OFINF ALy FOEITITEHNY
BTCHNTWDLI ERbnD. Lo 7T, Asterisk OFF DK
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Time Liny
st 45724882 :}ms . B Pointer: 505443213075 Cursor: 0.0 Markerl] 505443, 187453 Mancefl] 505443 222424 AB Delta: 0.0M870
- BE/CPUABREN S | i AL IRORTTEIEN
P— MURASRESULCHIRR s E—-2ICE TR
Asterisk main thread
CPUO o crus
7 | Hﬂuﬂ0.65m3|
4} cws| | L LLLLannn | Ll 11 NN R
Vhost e/ ST /NERVE SRR | 4 Y ST NG

7& 8 (B A thread A RITESN TS XM
(thread I3 Asterisk mainthread TE£RE&Eh3)

13GuestOS o & L REITHERE OfE

13 DFER NG, AL TIRORTTNSIP Y 7 =& b
BRAREZICBIN D EHIL, /37 v MBI LTV
M Cch b Z L &, pthread_create ETIFIZF ¥ v ¥ 2 M3
RENTHARNI EIZE ST, FA Ly RARICER 22
MBEZEIZERTHZ Enbhotz.

AATID S EE DD E, AL 7RO T L OFREIL,
1. ALy RORERRIEIZ L B8 > O, 2. Asterisk
OfEELEORMETHL L EZD.

5. RETUBRBICEITAUTILEA LIER
Eo-HOHENRE

Fxld, 4 MOSPRERID, U7X MSERER OZH)
%, Ry FOBE & Asterisk D#EE L ORIENER & e
STRETDHIERMSOT L. NFy bOWEREIX
Hypervisor O#iE FOMBETH Y, KREIFLLTD 2 i
EHIhDLEEXD.

1. i~ o idle RAEDHE 5 ZE\V

2. BIETTEXLEF/NELTHRE~ Y ORBIGE
KHEICIZZN o OMEICKT 5282 DE 2 2k~ %.

5.1 Hypervisor S/A\—F 9z 7HE{EELL TIal—

FTCETWBHDOM?

HLT fy & 1d, WETRE X 27 BDFELRWVEAIC, B
1%, CPU ORBAEZIZ H7-HIC idle # A 27 L THEW
HEN27® 778 ThD. HLT ;g N BTSN
CPU LB RARIR DB LIS~ DB G 21 135 . F
DIABAZ 2 EM SN DI A N M K-> THi% CPU
I IREN S EE T 5. & IRED D O RIEREFIE <
bINTHD.

L/ L7 s, Hypervisor IZE->TCRT7 v 7 END
GuestOS @ HLT fn43i%, Hypervisor £ idle # 2 7 SE4TIZ
BEXHZ5NDDT, VCPU A Ly FiZHE CPU & [F U
FETEIRRIED HEIET 5 2 LIXTE R,
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ARAFFEICIBUNT, GuestOS 1T & D HLT s D 34T 3R A
Lo T, SIP U 7= A MORER AR L7Z. GuestOS
FOHLT 5 EITIZ0S & LTIELWEMETH B3, HLT
A4 & Hypervisor 28 b7 v 7 LT 5, B GuestOS (25
ITERDBRES (VM_ENTER) 12iZ, #¥E CPU 3% IiREE
25 OREFER & i LT, X2 NICE VM2 8 5.

Lo T, INEREMOELEBL <IZIE, GuestOS dD/~— K
7 = 764y % Hypervisor RIELL 2 2b—v a3 T&T
WENEIMERDTEZETLERDD.

52 ALy FD T5&dHA EEMEEEZER D

AHFFETIE, SIP U7 = A FOMHEICBEETIEAL v
ROBRERUEIZ LTy R L, IGERER 2 (b
SHEDHZ EBDNoTZ. I HIZ, GuestOS o Asterisk 73
BIE LTy MEIZA VY REERTDHTEHAL Y RO
ARk & FATIREI S S BIINE R A B bS5 2 &b boh
o7z, Asterisk OREE FOREILT 7Y r— 3 LR
DT, TITIEEm LAV, ZE LGER M2 LI L
THT TV r—va iy, g ALy NERIIITHLT,
worker €7V EFIH LT, TE 27T INERFNCEEN K
ERNE LT RETHD.

2y D OMEELE, Hypervisor B A Ly Ko jLEhE
HEFET D LI Lo THIBEHSIENTES.
BB AE ORI K B0 RIE, 4.6 EiOMHIERIC Lo Tz
FEENTWA. 46 Hi Tl vCPU A L v K3 EE CPU % £
FlLiir g, oF0, BELTZEE Ty F3E
EFETDLOEMELTCWDLRETHY, ZDIRRET vCPU X
Ly FICEEBEZ 2. o FiEE L THESTR 7)0 L 9
(2, virtio ® & 5 72{AHT /34 R % Hypervisor IZ7 W kY —
VUTTHIELE ST, Xy hoav—m B ERL T
FERDHD. ZOFEEF, V72 MUFLICEET H A L
v ROBERLT I LN TEXHOT, RFRICET HIEE)
BIEDRBICEI RN H D B2 5.

BN & RS 5k, SIP U7 =& MIEEd 5 2
Ly F&E [T 8L T &L, SRIO LI,
GuestOS L TEDE IR T 7V r—rarNEITEN, 4
BT TV —a T ED LD RFHEN B D DB FRENIHE
BTExE, (7o) BEELTEB ALy REBIRT L L
NTED. LLRND, NPV TIZSBEERT 7V 71—
3 7 Hypervisor ECEMET 2D T, GuestOS N7 Z
v IRy I ATHD LS RYGAITIE, GuestOS EdX X7
BLEC AT ¥ a— U 7RI & FHIBAYIZ Hypervisor 1215
ZDOHMABMENZ D EHEZD.

6. BIEWE

B~ VERED Y 7TV A NkmE BICBET 25

B AFET 5 3)4)5)6). THHDHL X, HHIL AT A

DL, A7 aEMNOISEZHSE LR TUERS
WK R T T r—vaic@EAEns., 770 h—v
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2 X0 Hypervisor DB 2 57T 5 L 5 Fox ORFFEIC &

>C, BFEET DIGERR AWM T 7201C, mARIRSLE
BEREIZMT N WD T & A R G5,

Fiz, NFV 2%y b U — 7 — 2D REIICE,
A~ VBREDOR Yy hU—7 Py X LI ) 50 b
% 2). 3k 21T E DA~ 2 > % Hypervisor = THEITL
ToBRIC TCP U 7 = A b DIRERFH N EE§ 5 Z L A&
ICLTW5D.

7. BhYIC

AT, BRORIM~ T % Hypervisor ET34TL,
— TE DR % T TR OIS A R DAL B R R A 434 L 7=

NFV Ti, BRAx RV —EZARETIND. 20X D RER
BRlZIRWT, JRERFM O ENE 2 P2 7o 0 OWF SRR IE IR
DHEDRHITHNDEZEZTND.

1. 26U LR~ A —H D Hypervisor - TEIME
L, % CPU & F L WIEE TH —EDILERF
MErkO>Z &N TELEN?

2. 2HBU OB~ R —FH O Hypervisor L CEIE
L, —ODOWE CPU ZILAH LoD —E DISERFH
EROITIZED & 5 7RBEREN L HE )~ 2

3. BH W~ BRSNS NFV OV AT A
RESKT-EDNERMELE2IZITLED L D 2
BEREDS LT 2

ARG T LT TS ER R A B RIN 2 ffk L7129 2T, kit
WRRREZ R T D52 LIk o C, BxiFttar 77
L THIE LU NFV OB FTRRIC R D B R TN D.
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