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Proposal of the Crypto SLA and Its Support Tool
against Compromising of Cryptosystems

ATSUO INOMATA,t YOSHIHITO OYAMAtt and E1IJI OKAMOTO'

Cryptography is one of basis technologies for safety communication. The cryptography
strength depends on the difficulty of the cryptanalysis. The strength could be gradually
compromising due to an epoch-making cryptanalysis or an enhancement in the computation
power and so on. So this is the cryptography compromising problem. If the case that in-
formation leaked out by a cipher deciphering as for the cryptography compromising cause,
then it is impossible to return it to the ordinal condition that is why the information leak
is quite different from the physical robbery. Nowadays it is becoming important to recog-
nize the cryptography compromising problem in secure society. By the way, SLA (Service
Level Agreement) begins to be provided to compensate as a substitute of that damage on the
suspend or the delay of the communication service in the tele-communication carrier. The
SLA is the agreement like a guarantee which is exchanged after previously agreed agreement
between the service provider and its users on the cryptography infrastructure. In this paper,
we propose the Crypto SLA with the aim of making agreement between the service provider
and the concerned users. We define the Crypto-SLA level as the characteristic parameter to
keep a tendency of the cryptography compromising. We describe the implementation of the
support tool which is for supporting the users and report a simulation result to evaluate the
effectiveness of the Crypto SLA.
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Table 2 Results of SSL utilization.
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Table 3 Results of RSA challenge contest.
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Fig.1 CRL spread simulator.
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Fig.2 Changes for successful of RSA challenge.
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Fig.3 Cryptography compromising curve.
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Table 4 RSA-key length.
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Table 6 Operation made.
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Fig.4 Snap shot of cryptography compromising curve.
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Fig.5 HTTPS site verification.
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