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Collaborative DoS Traceback Technology for Intranet Security Systems
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DoS attacks pose a serious threat to the integrity of the Internet. Many countermeasures
against DoS attacks have been proposed, among which traceback is a promising countermea-
sure. However, it is necessary to facilitate a collaborative mechanism among multiple networks
in order to locate an attacker in practical situations. To develop such an effective mechanism,
relevant entities from the academia, industry, and government should collaborate. As the first
step towards fulfill this vision, we consider one of the important network management issues,
i.e., DoS traceback, and develop a collaborative DoS traceback technology for an intranet
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security system via industry-university cooperation.
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Fig.1 Research and developement system.
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Fig.2 Traffic pattern.
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Fig.3 Model of network confluences.
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Fig.4 Accuracy various traceback methods.
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Fig.5 An intranet security system with collaborative Dos
traceback technology.

gooooooooooooobooo
Os50000000000000000DO00O0OO
goooboboooooooooobocoooooood
gboooobooooooooooooooooood
gobooooooooooooboooooooooo
goooobOoobooooooobbooobooooboooo
gobooooooooboooooooooobooooo
gooooooooooooooocoooooboooo
gooobooOooooooooooocooooooboo
000000000ooooDooo SNMPv3O OO
gooooooosNMbPv3OOOOOOOOOOO
goboooooooboobooooobobooooboo
gobooooooooooooooooooboood
gbooooooooood
O0ooODboSOOODOOOOOOOOOOOOO
gooooOooooooboooo00n0 4100 420
goooo

4.1 DoSOOODODODODODOODOO
DoSOOOO0OOOOOODOOOOOOCODOOOO
goooooooooobooooooooooDbono
gooooooooooooooooooooooo
gobooooooooboooooobooobooo
goboooooooooboooooooooobood
gboooooooooooboooooooooood
gobooooooooooooboooooooboooo
gboboooooooooooooocoooooooboo
gbooooooooooooooo
gboooooooobooooooobooboo

o JO0OOOOO0OOOOODOOOOOOOODODOO
e JO0IOOOODOODODDO
goboooooobooboboboboooobonoo



738 goooooooo

\ REEBAT AL ORI

(‘ RID Query||| BEMAH RID Query
_ Sendor | | (DEF-D Recaiver __ .
Y | ¢= |[RID Response] cained) RID Response| emp |2 =2 2/ 55—
Receiver Sender 125538

TFR—Tx -

\_/\'/

THR—Tv -

A’
EAT 3/ 8- RO

06 DoSOODDOODOOOOOOOODDODOD
Fig.6 Architecture of a collaborative Dos traceback

system.
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<iodef:EventData>
<iodef:Record>
<iodef:RecordData>
<iodef:DateTime>200-05-10T22;49:24+00:00+/iodef.DateTime>
<iodef:Description> traffic pattern\for traceback</iodef:Description>
<iodef:Application name="Pattern Kracker"><fiodef:Application>
<iodef:RecordPattern type="regex">slotsize¥5</iodef:RecordPattern>
<iodef:RecordPattern type="regex">elements=10</iodef:RecordPattern>
<iodef:Recordltem
type="string">42,4,14,123,456,12,12,63,2,84</iodef:Recordltem>

<liodef:RecordData>

<liodef:Record>
</iodef:EventData>

07 0000O0OO0OO0O0O0OQCOOOOOO0 IODEFOOOOO
Fig.7 IODEF message including traffic pattern

information.
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Fig.8 Normalization of traffic pattern.
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