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Development of a Certificate Validation System for a Mobile Network
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SATORU TEZUKA' and SHIGEICHI HIRASAWAT#

In the Internet environment in recent years, services having an authentication function
based on PKI technology have been increasing in order to prevent unauthorized activities.
Some examples are remote accessing, electronic bidding, electronic payment of taxes and so
on. In such services, strict verification of the certificate has become more and more impor-
tant. On the other hand, in a mobile environment, mobile service using not only service in
the mobile carrier net but also the Internet has increased. It is thought that PKI technol-
ogy is important in a mobile environment in such a situation. Two or more mobile carriers
already support PKI technology. But strict verification that confirms whether the certificate
was revoked or not is not done. In a mobile environment, it is necessary to carry out the
verification of the certificate strictly. In this paper, we propose a certificate validation system
for mobility. The system is based on the CVS method. And it corresponds to the peculiar
restrictions of mobility and the environments of the processing speed and the transmission
rate, etc. of the cellular phone terminal. Furthermore, we evaluate the performance, safety
and the convenience of the system.
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Fig.1 Outline of CVS system.
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Table 1 Certificate verification model.
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Fig.2 Outline of developed system.
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Table 2 Request data format.
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Table 3 Response data format.
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Fig.3 Relations between modules.
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Table 5 Step count of developed web browser.
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Fig.7 Mobile browser with certificate verification module.
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Table 6 Measurement value of response time.
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Table 7 Method for preventing attack on transmission
data.
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Table 8 Necessity of exposing CRL.
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