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Method for Preventing Unauthorized Face Image Detection Based on
Differences in Sensory Perception between Humans and Devices
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Abstract: A method is proposed for preventing privacy invasion through unintentional capture of facial
images. Prevention methods such as covering the face and painting particular patterns on the face are ef-
fective but hinder face-to-face communication. The proposed method overcomes this problem through the
use of a device worn on the face that transmits near-infrared signals that are picked up by camera image
sensors, which makes the face in captured images undetectable. The device is similar in appearance to a
pair of eyeglasses, and the signals cannot be seen by the human eye, so face-to-face communication is not
hindered. Testing of a prototype “privacy visor” showed that it can effectively prevent privacy invasion via
face detection by corrupting the facial images.

Keywords: unintentional capture, privacy invasion, face recognition, wearable devices, infrared

1. EU®IC

b [ESL AR TE T
National Institute of Informatics, Chiyoda, Tokyo 101-8430,

Japan

2 Tk
Kogakuin University, Shinjuku, Tokyo 163-8677, Japan

3 RAERER RS

HHRLHOFEEL L 2 F 7 ALo#ER I X D H A AN
RTEMEIN, TIANT—FEIERD RSN DL v
A N—ERA RO T T AN —BEPBEAEL L T

Graduate University for Advanced Studies, Chiyoda, Tokyo
101-8430, Japan
) $5152331@yahoo.co.jp

© 2014 Information Processing Society of Japan

K LOMNEIZ 20124 10 HDa v Ea—ybFa) 51
AYY L2012 IZTHRE SN, W71 77 ALBREICL)EHRL
B REY v — T VA OB AR SN2 TH 5.

531



BERIEF=EmEE Vol.b5 No.1 531-541 (Jan. 2014)

5 (1], [2]. RIS AT SERmRARICL D, BFE(TMRET
THRESNIEES, BRETE) ZAXRBEY, i

& D, Bl E EDIZSNS R EICHRENS Z LT,
BHEEDTITANY —PRESND Z EPWHEMHEL 7>
Twab [3].

W R T - W 722 OISR (VA 5 ) & 2
¥ 7—% L L BB 2 #aim R OE &%, Google
images % & OFALPEGMBFAMOERIZ LY, ARSI h
TWALEFELEOEEN L BFHEHN VD - L2 cnizrbn
) TER W CH/R SN ZEEZ B U TREIND Z LI
k. H—AF— - 21 RFITK D Facebook DFEER [4]
T, EBOLDICEEYHEONS 2 LICHE L 7-HEE
D) B =D —hY, Facebook FOBEE L g+ 52 &1
FoTANWERIEENDL EVIHFERMESNTEY, &k
RFTINHRATDEY LD TTANY —REZ
BT AREMRIFRARO LN TV D, BIWP TV 7V H
ATDEYN ZHRIZE DL TITANY —DREOMEL, FH
FZ L o THLEDETR SN T WA A 512 % 2 g m
&L dE Y, PIREE D H S OBRENUE LB E O MR BR
AHECTERVTIZH D,

KL T, ML ANWOT T AN —2Ri#ET L
722, BAED TV Z VA XTI iR 2By 5
7, NBOBEL TV YA AT DWIETINA XD
R OEWERIAT A2 LT, AOHEICIZREL 5 2
TN, WS NZEE D SO NYOFREEARGEICT 5 Tk
TIRET S,

DIF, 2| CHRFELMBIL, 3HETRETFEL Y
TAHUEEME LT, BERHOMELZFHET L. 4 ETIIRE
FH:TH L Hw SN2W G S ORI T2 DWW T
BN, 5 ETHABOTEEEELLY 27 F TN TN
AT FGANY =NAHF =) IZOWTHRD, 6 ETIEY
TN ADFHEAE R 2 R T
2. WERF&E

PERTFEEC, EHHeWEWICRT LT, A\MoT T4
INY — ZARFET A F 5] X, HENOEFEBRLRILOLH
&0, NoBmt 2 kB S5 FH (6| °d 5. HHIE
ZWFRAICEE T T, VEASYBLE & I 2 {3 ] e
7% Shell IROFEM & T —HF DT T A N — WYY
WREST L 0T, WEIEEINIRETCTy vy arT
7)) & LCHERET A%, MR 5 LEE A E O Shell
ELTHRBEL, 2—HDTIA N —25ET L & LB,
FUIINARXTADEY ZHAEWYHICHIET S, Ao
PEMH & e S8 5 T, HEIINOFR Ny — v DA
R R B IIRIC T 5 2 & T, HEBOFWILTH 5
gt 2 Rl s, A\MoORELZIET S, L Ladrs,
B Lz feske T v d, Hil o K5 Ok W%
AR T2, WEERIZBITAARADIT I 2 =) —

© 2014 Information Processing Society of Japan

a vl EoTE W) ED S - 7.

KL T, WIEMICBTAAFADOT I 2 =7 —
DAl EEETIERL, BRI A TDOEN T H
WEBTITANY —RFELILT 2 FELRET S, BF
ML, S A BITIRE L7 by Ik Hly [7), [8] Tf%
PRI NT, NOHRISEEL 52T, 1A T O
BT INA AD KNI RS 2 N O BT 2> 6 TR
THILICLST, N\OREICEELZLZT, 1 X770k
BT NAADR ) A XE L TREGEEINDL T LIZL D, #ik
WEOEHMEEAREEICT AT 2T I TVTFNA R (F94
INY =N =) ZRET 5.

RETIE, FRHOMEICOWTIHRRS,

3. ERMRH

VEAE, FHEAE CHEEG E AT AIIIE DA, Ao
BERRE R IR A E TS [9], [10]. EiffH o
MESLRKESHRMOBE L, STEEICE > THEIMICE
W A0, B 1 ISRT X ICHRRRRLE ORI A
TIEEH S BEEIRZ ) ) TSN EE % b, T O
PRIL, BEMH L EER Viola & Jones 25484 L - T
% [11], [12], [13] (Viola-Jones {#) 4%, & DMLHLHEREE B X
OBREORE P SILLFIH SN T2 [14]. 2008 4D X —
AT T Z NI X T ENREA AR =7 (15 12& 5 &,
TIYINARATOWMERD LA TR0 27D
93% % HOTWEYS, FRTHOT VIV H X T OREHEES
#F1Z Viola-Jones O fm3C [11], [12], [13] 255 H ST w
% [16], [17], [18], [19], [20], [21], [22]. Viola-Jones #:1,
RE TR % Haar-like FE 1230 551 JI 25 & ML
HEDELZ LI L ) w g A L, AL 725
e EGERE L CEBIL 21T ) T Th 5.

3.1 Haar-like 4582

Haar-like 858 =13, BEOWRZEICEH L2 HET, 2
DO YT B LRI CREK & 1172 Haar-like 552 F VT
FEELEILT 5. 2 W IRT LI ICATEBZE N SYD
HE L 72 i B AEI Sk L C, Haar-like J5 O #E & K& &
AL S % A5 Haar-like FifE 2 HM S 5. BARIC
1Z, Haar-like fFE O RCIEIZHEIE vy (235 1F 2 XML (H

ERERE

1 8 1

! H#E !

! 1

T [ #ag |

! || BB —2 | ! _ DL 1

| AnE& || gymL | o] i
1

1 FR &R

Fig. 1 Face detection and face recognition.
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Fig. 2 Example of Haar-like features in detection area.
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Fig. 3 Cascade architecture of strong classifiers.
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Fig. 4 Perception of human and digital camera.
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Fig. 5 Outline of privacy visor.
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Fig. 6 Superposition of Haar-like features on detection area.
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Fig. 7 Overview of prototype privacy visor.
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Table 1 Specifications of prototype privacy visor.

) ) VoA ETF 7R 11, E—2KE
TR
LED 870 nm, JEHIRE : 600 mW/sr, S
+15°, EHEEI : 1 A, THRIEEE 21 W
. TL—LMEL ST RT v,
a— 7 ) . .
LYy X RY =R x— |k
CER VF o LAFEM (3.7Vx3): 2,000mA/h

© 2014 Information Processing Society of Japan

PERCIEAIZIE, ABOBICIZME SN WA, /4 X%
FIFFFF 5. 512, TRV LED ORUGA R4
UL, BEHAENTOWELER L R 525, FoOLsDAY
Pl L T ER R 555 2 5. WIS AL VA
i, #0250 L TIIEMRIEE 25705, K
BN CTONENRIZEEL &b, 22T, TR LED
DOFEARMY) (FapRl, KER, Lo Aff&F v 7R), ¥—
7R, AT PIVIELR EOFMNEZ DS, NEOHIZ
X BHEEA W ERYME LED OfEMARE - FEEC B
WAL T INA AD ) A ZZHRIZO VT O FlaHiE 2 47\,
F1LIRTE—=27HE 0nm O L » Xff & F v FRIEHR
44 LED % 3R L 72,

TIANY =N F =1L, IR LED 070125
WIHEET) (222W) 2LEET L. X272 LB L
— % % LED O 1E, 1 4E12 301m/W 5@ O[] _E
*HIEL T A25, 230Im/W 2 BERA L Z 2 b hiTw
% (27, TIANY = NAF =T L 728 R54 LED O
FEHRHIL 157Im/W TH 5D Z Lh b, LW, 3,485.4
(=157%x22.2) Im & 7%= %. 4%, 73 (=230—157) Im/W
DEFFHEM EOKMADH Y, ZIE 3ETERTHET
boHEEZLN, 3ERITIEREA 2301m/W DI/RAE
LED #{fi/] LT 3,485.41m D} % #EH: L 723 128 &
% BHEBEIEL, 152W (=3,485.4/230) L HED L2 &
BTEL, L2Lads, e EET5 L RERRD
BWHEBN L LD L) IR LTV ZERD LN,
5.2.2 d—2

PARANEE LED O NMEAND 7 I I3E B AE 5 2 il o
T=7VERH L7z, W0 ) 4 3R o LRl
ZRNEAIES 2 720121%, HEE ORISR OB E A
HEGAEE %5, RSN LED ORCE (ML) (12

(a) IEW (/A R72 L) M) IEM (/A XH V)

BOHGH () A ZXmL) (@FDFE (A ZXHD)
8 T IANY—=INAF—DF
Fig. 8 Wearing of prototype privacy visor.
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Fig. 9 Evaluation results of the impact on the communication.
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17\, 10 %4 OBERE OFF I OFIE % FEMfE &
95,

6.1.3 FHMfER

4 DOFERFRMIB T LM EE 9 IR . Xk
3 12 B OBA TS 2 £ L, MRz £ 7.
DO TEHIEAY —1 LT £ 721E +1 DL Tah 5 T4 125
HY ok, (DMLEHLEZCEE GREME 1213, “9)
BLART WV 51 ($%) LWFTHY, (1) HEEEH
L2, “(8) RWw A% —1 (%) LIF, “(10) KO &
7 -1 (%) WTFCThote. T/, (M) H > 7T A
HE, “Q)BLACW 542 (%)) PETH
D, “3) BV, “(11) Thw? 41 (%) LETh-
7o. =7, (V) TIANT =N —EHRE, FEMEDS
1T EE LB L 2 BEFIEROMS o7z,
ML, TTA N =N = E RO S & It
T, BEDHHFZLLHEE G212 VW EERLT
Wh, F72, (IV) 7T 4 8T =84 — 75 H B O FEAl 8
& (1) RAEHRE, B XU (ID) IRFEAS TR O FEE % Heig 5
5 &, 12 MHOEFN O ) B 11 MEOEEZTR 2B W
THMED 25 OMHE (|(IV) OFHEME — (1) OFEAIE |,
|(IV) OFFfifiE — (I1) OFFfE |) 251 KiliCh o7z, —H,
“(7) BV ORFFRNI BV CEEIED 25T 1 Lk
THY, (IV) OFFHAE L OFEAME & T “Ev FIg
TN TWAEZEPHHLz, DLEXY, 7743 —
INAF—DERE, KAEHRB X OIREAEHRFOS &
BYhL, HTF“BWHREG522b00, KEHR
REZAHZ B, NHADaI2a=Fr—3 a3 VICHRE
2B EERVEEIOND,
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6.2 IHERR O

TIENA XTI X B BIEDE ) Z A% KR
TAHZEZRTIZDIZ, TITANY—NAF—%HFH L7
10 % OWERE % 72 5 VA 27 (1/2.3-inch CCD : A &)
TR 1,000 JTTHIFR) & HIVCH 7 5 AR, il CHoe L7-m
BEMEHL, 7740 =N\ F—DIFER) R % G- L /2.
6.2.1 FHMEAE

WhERN AR % G S 5 AT 2 RS 572012, 10 %40
et (20~301%) % 1m~22m (1m ML) OFEEEICH
WCIET &R i (100, 20°) 2oifEE o7, 20
EEB) CUWERDEME (a) 7T AN —NAHF—FE
BEH, (b) TIANT—=NAF =R (/4 X%L), (0)
TIANY—=NA =R (VA4 XHY) & L7 KiFff
T, Haar-like 5¥f% % F v 72504 5 25 0 5 i (2 D
{ Open CV 74 77 ) Okt API[31] #fH L7z, Z
D& &, B2 S5 L7z 5,000 LOEHE % & 3,000 H D
JEEE R & F W TS & 5278 15 A O Cascade % (55
g ORE 1,047, WEHFIE O 0 20) @A L7,
ATTHHE DA A X % i 2,448 pixel, #if 3,264 pixel & L,
HAEIR O A X% 1 3825 20 pixel 75 AT E{E DL TH
% 2,448 pixel ¥ THIZ % 2pixel & L72IE MBS L, &
HEB O E Z 5 Lad s AMEGEO TR TOMHEEZ
A L7z, Open CV IZ X ZHBHI T, T XCTOMHFE
%ol U 7oA RIS (BRI L e D, CBfERT e E
N5 &g S NARIBTEIRANIZ, Z oMo “BEfEg 2586
ENnsLHESINT (NUBERICHEEEDT A AD) K
HFEI O EAT 2 ML ECTH B354, LHHEBIED S 5 &
HE S NEDP M S NS,
6.2.2 FHE#ER

CCD 7V NAATIZE) 1m OFEEICB W TIER &
Fd (10°, 20°) 2SR L2 mEE %X 10 1I2R7.
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(a)FEE OERC A X L) ©OFEMC A XHY)

(1) E@m»rbi¥ Lihsé

(a)FEA5H OER A XBL) FEMR/ A XHY)

(i) AHA)NBIRE LichA

(a)HEEH

OEM A X2 L) @%mu4X%n)
(iil) D0 SR LIZE

K 10 Mg (ECHst 1m)
Fig. 10 Result of face detection (taken from 1m).
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FLTWa. M103) (a), 10(ii) (a), 10(iii) (a), BL
[ 10 (i) (b), 10(ii) (b), 10(iii) (b) /RT LI, 77
AN =NAF =2 ZRH L TR VEE, BLXOTIAN
Ve NAF = EH L TWBED A XD WAL,
iSRRI s n, (NLBERICH LR LY A XD) B
IO 2 MU ETH S 720, EHE L THRIB S,
—77, B 10(31) (c), 10(ii) (), 10(iii) (c) IZRT LI 12
TIANY=NAY =% EFEHL, DA XWH DA
E, (NEBIRICH 5 R 204 A0) B KA 2 1/
KiiCTHhob7z0, HELTHMINLZ L3 zrolz. 7
T AN =N F—=DIIRIC X BRI IIRENTH Y, /
A RN X BIERREDE N LD A, BRIAKE, &
SOPIRE T & R (R, e AR A & R 11
\IRT 7T 7IFOR L7, Mt A O &R 245, v
TNOWALIZB W TOMBEALIL, FF (c), (b), (a)
DONEZHINL, Z&F (c) T EE L idhh o7
MRS RNE, TIANT = NAF =T II NI AT E
V7250 ZARIZE LT ITA N —RELZFEICHLLE L
TWHILERTHDTHA.

DUF RS SR 0 FE & 7 2
() E@E» 5B L 1155

BEMCE, — MR 20 S 5 S N7 AR b3
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Fig. 11 Number of faces detected.
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WEESRB Sz, BB 1I0m 2z 5L, i 2D
D E L AR THRIB AFII2HIKT T 5. Eito (1) B
YO0 () &R, St (o) PBAITIE, FHliL7T T
DBV THRIBAIZ0O ATH-o72. K6 IIRT &
DN, BRI, TR R & B o) JE L O s IS
ThHb. florbE Lzgs, ChOEOEM T /RTHE
BWAGE DA %% B RIS TIEFRO 0 5 O
ELT2° FTOMELFHIL A, S EoMELRS
Wows L7280, BRI B EEL < 2 5. —#IICIE
IETE A S L2 X A T, e AED FIRIZ
30° £ 52 LA [32).

7. BHYIC

A TAFEEEFImAIC LY, BHEF IHER TR Sk
BER, BRETE) ZALGEIZLY) T4 1Ny —=h R
EINDLZENPHEMBEE > THBY, MW TRE - BIR
ENTBEICEDWBEED T T A Ny —#EIRD SN
TWa, YWHNZEMOBERWLELICL VENEEZ S
VS IR TIE AT AN T I 2 =7 -2 3 v &2 HE
T 5.

KH LTI, BRPAATDEY) ZHIZEDTTAN
V—REE, Wi ENA O A T ERELL.
RFEERFEELLET 2T I TVTFNAL A (TTA Y =N
A=) &, N\OWRICEEEZG52 3, 7 A7 OWET /4
ADRI T BRIV 2 N OBEE 2 b RS+ 46 2 &
T, W SNHED S OB 2 AREIZT 5 &) B
RO, FERELILTIANY = NA - ZEHEICEN LT
AT o 72RHIBERRIC L 0, I—RETF LG SN2 BE» 50
BEMIIC X B 7T AN —RBEEZRRICEIET 5 2 & 28
T&5ZExRL7e. T/, FeETFE Viola-Jones 12 &
LM EET A2 L2 HMWE LTWAH2S, Viola-Jones
FEUHOFETH - TH, HHOMEMEZEIIZED
& 7B T (33, [34], [35] ThH L, RETE
WXV EHEMICERE A RSS2 LT EETH L. —
75T, BEOIBFEE R 7z ER T 36], [37) 1S4 LT
X, BEFHEICLAERI L VEEZONL D, FHOW
FEBIEFIER 2 FLE 5 &\ o 7 BB R b,

WRETEOEMICE LT, B AT %7 JL5RYE
BOWE, 7 A TSN AW OBEEZ T TR, &
REES R 7 &R FERE L 2 25, MOIRMGER & B b
S TRANEFET D DN TH 5720, JLIREAIC
[EREAORa = MO r AR DR S (-8

ARFLEOHEL LT, R LED OBFEISLETH 5
Tk, RIS Y T ANI D ENTH AT L
T/AZXDPEN AT L2 b IFo b, FEiE~D
x e LT, maRd LED Of8b 0 ST HE% SO - WIS
BFEM OGRS - W) £HVE 2 LT, Bz LE
EEY, TRTOH XTI L CHBH OB ED /e F
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BEeWMal 52 ERNETHL. —T7, WA - WINEH
RV T ITANY =N —1E, ABEOBEE 7 AT
Wl TINA A %38 L7 E I 5D e 20, ST EM &
SRR % AN N4 — EICRE T 5 2 & 5RE
LD, FROBEIZOVTHSEOMAPLETH 5.
H;E ORFOUE, BEWIFERFRRFFEAHEE Y
¥ =D EZIT b DTH 5.
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