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The improved 96th-order differential attack
on reduced 11 rounds of a block cipher CLEFTA

IGARASHI YASUTAKA! KANEKO TOSHINOBU? HASHIGUCHI YOSUKE! EcucHI YUTAKA!
SUEYOSHI RYUTARO! MURAT TAKAHIRO! FukusHIMA SEUI! HAcHINO TOMOHIRO!

Abstract: CLEFIA is a block cipher proposed by Shirai of SONY et al. in 2007. Its block size is 128 bits
and its key size is 128, 192, or 256 bits. The number of round is depend on a key size, viz., it is 18, 22, or
26 rounds for 128, 192, or 256 bits of a key size, respectively. Such a characteristic of CLEFIA have been
known that the 96th-order differential of 64 bits out of 128 bits of the 8th-round’s output is zero. With this
characteristic, we reported the 96th-order differential attack on CLEFIA of 11 rounds. This attack requires
2983 6f plain text and 21%° of computational complexity. In this paper, we reduce this computational com-
plexity by applying a partial sum technique proposed by Ferguson et al.. With the partial sum technique,
we sequentially derive frequency distribution tables modulo 2 of intermediate data of cryptanalysis. We also
reduce the complexity by introducing a nesting structure of iterative computations. As a result, we reduce
the complexity to 21976,
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