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Proposal of a Method to Automatically Reduce
Redundant Security Policy of SELinux

SHINYA YAGI,* YUICHI NAKAMURA' and TOSHIHIRO YAMAUCHIt

In many cases, general security policy is used because of the difficulty of creating security
policy. However, general security policy is possible to allow excessive rights in system. In
addition, it is difficult to use this security policy in embedded systems because of the memory
footprint. To deal with these problems, we propose a method system automatically detects
redundant security policies by using log SELinux outputs and deletes them. The proposed
system also suggests system administrator and improves security of the system and reduces
the memory footprint. This paper shows the problems of security policy and dealing with
them. This paper also shows design and evaluation.
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Fig.1 System Overview
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Table 2 Amount of Reduced Policy
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Table 3 Detail of Reduced Policy
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Table 4 Log Size
oo 000 (KB(MB)) ooooooo
000 (KB)
1 101,057(98.7) 34.1
2 185,273(180.9) 34.4
3 239,942(234.3) 34.4
4 279,244(272.7) 35.0
5 339,769(331.8) 35.0
6 445,730(435.3) 35.0
7 517,954(505.8) 35.0
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allow httpd_t httpd_t:capability { kill };

allow httpd_t httpd_t:process { signal };

allow httpd_t httpd_t:sem { destroy };

allow httpd_t httpd_var_run_t:file { write };

allow smbd_t devlog_t:sock_file { write };

allow smbd_t smbd_t:unix_dgram_socket { connect create };
allow squid_t logrotate_t:fd { use };

allow squid_t squid_log_t:dir { add_name remove_name search };
allow squid_t squid_log_t:file { rename setattr };

allow squid_t squid_t:process { signal };

allow squid_t system_cronjob_t:fd { use };

02 0O0ooo
Fig. 2 Difference of the Log
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Table 5 Rate of Reduced Policy
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Table 6 Detail of Needed Access Vector Permission
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chrome 84 25 | read(21)0search(12)0 getattr(11)0 open(8)0 write(6)
ftp 123 37 | read(20)0 getattr(16)0 search(13)0 open(11)0 write(10)
ntp 95 29 | getattr(13)0read(13)0 search(11)0 open(10)0 write(9)
samba 216 39 | search(33)0 read(29)0 getattr(26)0 write(21)0 open(20)
squid 136 36 | read(23)0 getattr(18)0 search(17)0 open(13)0 write(8)
oo T 58 | read(127)0search(107)0 getattr(99)0 open(75)0 write(62)
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Table 7 Detail of Unneeded Access Vector Permission
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Table 8 Overhead of The Proposal Method
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Table 9 Result of ApacheBench
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