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Proposal of Effective Detection Method of
VMM without Feature Database

Kunio MrvyamoTof! and HIDEHIKO TANAKAT!

The software that is issued to be run on the real hardware can be run on the
virtual machine monitor for full virtualization, and when running software on
such a virtual machine monitor, any modification to the software is not needed.
But there are some needs that some software must not be run on such an envi-
ronment. Though many researches for detecting virtual machine environment
exist, these ones use some feature databases for detection or are avoidable by
some modification of virtual machine monitor or spend pretty much time to de-
tect. In this paper, we propose a light weight and effective detection method of
the underlying full-virtualized virtual machine monitor that don’t use such fea-
ture databases but use the stability of CPU instruction execution performance
value, and show the evaluation results.
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Fig.1 Overview of evaluating TSC value for detecting virtual machine monitor.
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Fig.2 Overview of virtual machine monitor detecting process.
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Fig.3 Result of evaluating E(measure) on the real hardware.
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Fig.4 Result of evaluating F(measure) on the virtual machine.
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Fig.5 Correlation of measurement count and musjudgement rate.
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Table 2 Misjudgement count of 50,000 times evaluation.

00000000000 n 2 3 4 5 6
gooooooooooon 0 3 3 9 3
oooooooooooo 0 0 3 6 4
ooooO0oooooon 651 370 | 245 161 114
gooooooooo 223 | 126 98 56 47

0.005

0.0045

@ RETLUEERN—RYT T LBHE
BERN—ROI7EEETOVLBHE

0.004

0.0035

0.003

0.0025 >

0.002 +

0.0015

L 2
0.001 *

0.0005

om = B n n
2 3 a4 5 6

06 0DO00ODOO0ODOODOODOOOOOOOOOOOOOOO0OOO0ODOO0ODOO00D
Fig.6 Correlation of measurement count and musjudgement rate in the virtual machine monitor
detection program.
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03 Ooodo 2
Table 3 Evaluation environment 2.

CPU PentiumM
gooo 1.7 GHz
oooooooo VMware Workstation 5.5.9
ooo oS Windows XP SP3
ooo os Debian GNU/Linux 5.0

04 0O0OODOO 3
Table 4 Evaluation environment 3.

CPU PentiumM
gooo 1.7 GHz
gooooooo QEMU 0.9.1
ooo oS Debian GNU/Linux 5.0
ooo os Debian GNU/Linux 5.0

05 0000 20000000 30000 50,000000000000
Table 5 Misjudgement count of 50,000 times evaluation.
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