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Remote Discovery of Loop Trouble in Layer2 Networks

TSUNEO KATSUYAMA, ! TAKESHI YAsulE, !

Yuit NOMURA,TT MASAAKT WAKAMOTO, !

SaTosHI NoJsiMA, ! Kazuaiko KINosHITA 2
and K0sO MURAKAMI?

Layer2 network expands widely for large networks as the layer2 switch im-
proves the forwarding ability. Therefore, the impact of layer2 troubles is big,
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and it spends long time to find out the cause of the trouble because of geo-
graphical expanse. In the layer2 loop trouble which is a typical, large-scale
trouble of layer2, the loop packets cause the phenomenon to keep forwarding
in the network without disappearing, and it becomes the entire system fail-
ure. An essential issue is that the access protocol of the broadcast type has
not been changed for long time. The existing technology to avoid loop failure
such as STP is not enough. In this paper, it proposes not preventive approach
to prevent a trouble but discovery approach to find out the cause part from
a remote host system. After the node load is decreased with the long packet
injection from the diagnosis terminal as the first step, and the recovery of the
mis-learning of MAC address study, the layer2 network functions recover. In
the next step, the loop point is identified by detecting the large amount traffic
receiving port and reachability test by using the recovered network.
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Fig.2 Mislearning of MAC address by broadcast packet loops.
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Fig.3 Proposed diagnosis method of packet loop points.
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Fig.4 Correction of MAC address mislearning.
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Fig.6 Mislearning of MAC address by unicast packet loops.
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Fig.7 Loop point exploration by reachability analysis.
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Fig.8 Experimental system applying proposed technology.
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Fig.9 Experimental network topology.
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Table 2 Results of experiments.
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Fig.10 Example of occurring two or more loops at the same time.
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Fig.11 Node load reduction effect of long packet injection.
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